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“Accurate, timely information is a fundamental element of our
national critical infrastructure and key asset protection effort. It
underpins all components of our protection strategy and enables
preventive action, warning, preparation, and crisis response.
Presently, major impediments exist to accomplishing effective
information sharing among all levels of the public and private
sectors. Overcoming these obstacles entails:
•

Identifying what is to be accomplished by exchanging securityrelated information;

•

Defining the type of information that must be shared to accomplish
that purpose;

•

Determining how and when to share and safeguard critical security
information most properly;

•

Deciding who the appropriate recipients of such information will be;

•

Assigning responsibility for analyzing information and determining
the threat implications; and

•

Assigning responsibility for appropriate action once that
information has been analyzed and the threat implications are clear.”

Excerpted from the

“National Strategy for the Physical Protection
of Critical Infrastructures and Key Assets”
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Executive Summary
The purpose of this research study was to improve transportation security by developing a
prototype system for leveraging the use of personal electronic devices with global positioning
system (GPS) in security applications. Applying low cost, scalable, technologies that are
widely-used by the public will augment and further boost intelligence gathering, analysis and
sharing and prove to be a cost-effective way to fill gaps in emergency communications. For
example, a camera cell phone with GPS capabilities could be used to take a snapshot and
report locations of suspicious objects or missing persons.
This study introduces the idea of utilizing cellular phones in emergency communications and
describes two prototypes that employ location-aware technologies in portable form in security
applications. The first prototype, the “WI-VIA” system, serves as a modern high-tech
“neighborhood watch,” enabling law enforcement access to the many “eyes and ears” of the
public simultaneously via available cell phones. Cell phones with embedded digital cameras
allow the instant capture and remote submission of suspicious circumstances to law
enforcement through pictures or video. Not only does this give the responders a visual
representation of the situation but also information such as time, date, voice recordings, and
physical location of the submitted occurrence. Using these data inputs, the WI-VIA system
intelligently filters, classifies, and displays simultaneous submissions from various locations
onto a computer screen so the dispatcher can manage the incident more efficiently. The
system also allows the dispatcher to handle many more submissions simultaneously while
identifying trends and patterns that may not be immediately obvious to a responder in the field.
Once the dispatcher views a particular message, they have many options of what they can do
to respond to that message. Three links appear at the bottom of the information window for
each message: “Email,” “Call,” and “Forward.” By clicking “Email,” the dispatcher can send
a written message back to the cell phone, complete with multimedia attachments as seen in
figure. This feature could be used to give recorded audio instructions to a participant or a
photo of a missing child or suspect.
Another aspect of WI-VIA is the “reverse-911” component for data-enabled mobile phones.
Upon the identification of a threat and the issuance of the appropriate warning, the dispatcher
can instantly relay a message to participants with cell phones in a certain geographic area. The
real-time control of the when, where, and to whom such information is instantly disseminated
is of great interest to law enforcement and public safety officials.
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The second prototype described in this report is the Hurricane Evacuation Zone Finder (EZFinder) that can help disperse public announcements such as evacuation warnings, evacuation
routes, evacuation zones, current shelter locations, re-entry time, etc. The prototype
application can send evacuation zone information and messages to cell phones users based on
their current location. Multi-media messaging could be delivered in users’ own languages
simultaneously while reaching more people in less time.
Advances in wireless telecommunications technology and the addition of locationdetermination capabilities to mobile phones allow the creation of many two-way, multimedia,
location-based, scalable, and personalized applications. The architecture described in this
report seamlessly connects the various standardized components and Application Programmer
Interfaces (API) together to support these novel real-time services, as demonstrated by the
implementation of the WI-VIA and EZ-Finder prototypes. The use of commercial off-the-
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shelf hardware and software components keeps the implementation and operation of such a
system at an extremely low cost compared to the cost of creating and maintaining an entirely
proprietary solution. The existing private infrastructure of mobile phone networks and
privately owned mobile phones provide a method of reaching the public without a need for
purchasing additional equipment or maintaining an IT department to support the network.
Additionally, freely available APIs such as the GoogleMaps® and Location APIs prevent the
developer from having to recreate low-level components and allow them to focus on high-level
problems such as creating the architecture presented in this report.
The issues of scalability, compatibility, and interoperability are central to the design of this
architecture. When possible, standardized components were used in order to provide flexible
solutions that were not restricted to a single vendor. Each of these components is also
designed in a modular fashion in order to allow the creation of application-specific functions
without needing to redesign the entire system.
This architecture supports two-way multimedia communication that can be based on personal
profiles, including the individual’s real-time location. This feature allows unique services that
have not been previously possible, including the automatic submission of pictures and video
captured by mobile phones that are automatically plotted on a webpage map for anyone with a
web browser to see. Additionally, the webpage user can then send information back to the
mobile phones based on the location from where the picture or video originated. This mass
messaging has the potential to be specifically targeted at certain geographic areas, or the
person can use voice-Over-IP calling service to initial a phone call by clicking a limited
number of multiple mobile phone numbers on the map. The common platform of the web
browser can be used to share real-time information between groups in distributed locations, as
anyone with a PC or laptop with an internet connection can log into the page.
Massive information gathering and dissemination tasks can be efficiently and easily
accomplished through this architecture, as demonstrated by the WI-VIA and EZ-Finder
applications. This information is also sent using the Internet and mobile phone data channels,
which are not as susceptible to overcrowding as traditional phone line networks. Therefore,
the communication ability of this system is not as likely to be affected by disasters of national
significance and frees voice lines in emergencies for first responders and other officials. In
situations of mass residential power failures, as is often the situation in the aftermath of
hurricanes, mobile phones can be powered by hand or car chargers. In such a situation, much
of the public may not have access to television or even radio, but could receive updates via a
mobile phone.
There were challenges associated with the design and construction of this architecture
•

A Heterogeneous System with many programming languages

Since Java is a platform-independent programming language, it was used whenever
possible to facilitate the ease of communication between system modules. However, due
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to the specialization of certain components, other programming languages had to be
introduced. As a result, knowledge spanning several different areas of information
technology and software development was required in order to design this architecture.
•

Designing software to handle dynamic GPS environments encountered by mobile
phones

GPS is limited by certain environmental obstacles and will most likely fail to work indoors
or underground. While hybrid technologies such as a-GPS provide fallback data when true
GPS is not available, the level of accuracy is not as high as the GPS system. Programmers
must consider these situations when designing and developing location-aware applications.
•

Roadblocks and learning curves associated with GPS-enabled software development
for mobile phones

Privacy is always a concern when dealing with GPS and tracking individual’s movements.
Due to these concerns, mobile phone carriers have put careful restrictions around obtaining
location information from phones, which can create challenges for developers.
•

Lack of proper API documentation for mobile phone functions

Another source of developer frustration is lack of or partial implementation of APIs by
mobile phone manufacturers and inadequate documentation to describe these functions.
•

Restricted access to resources in order to develop and/or test GPS-enabled mobile
phone applications

In addition to the technical challenges faced by developers, there is also significant
resistance by companies to provide access to resources that could aid in research and
development of applications for mobile phones. The most straightforward obstacle is
gaining access to real phones to test software due to the requirement of one-year contracts
for any new phone service that is activated.
•

Lack of cooperation from private companies that hold access to real-time transportation
data

Another significant obstacle to testing and deploying transportation-related mobile phone
applications that react to the user’s dynamic environment is gaining programmatic access
to real-time third party systems such as traffic sensors. There have been concerns
expressed by various parties about a private company holding the access rights to public
data, and in the opinion of this project team such concerns have proven to be well founded.
•

Trade-offs associated with the reliance on existing equipment and services as
architecture components
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Using existing equipment and services reduces development time and ongoing
maintenance costs, but it also reduces amount of control over these components.
•

Examples of other applications ranging from Amber Alert to Department of
Homeland Security’s Highway Watch program can be further developed using
the same architectural concept and are described in the full report.

Advances in telecommunications technologies have allowed the construction of this two-way,
multimedia, location-based messaging architecture. The WI-VIA architecture has reached a
proof-of-concept level, and therefore the next steps should also include thorough testing of
applications in real-world scenarios and the customization of applications for many specific
uses such as those mentioned above. New applications may now be developed using this
architecture in order to provide civilians and government officials the safety, security, and
commercial applications that will aid them in emergencies as well as everyday life.
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1.

Introduction

This research study introduces the idea of utilizing cellular phones in emergency
communications and describes two prototypes that employ location-aware technologies in
portable form in security applications. First, the “WI-VIA” system serves as a modern hightech “neighborhood watch,” enabling law enforcement access to the many “eyes and ears” of
the public simultaneously via available cell phones. Cell phones with embedded digital
cameras allow the instant capture and remote submission of suspicious circumstances to law
enforcement through pictures or video. Not only does this give the responders a visual
representation of the situation but also information such as time, date, voice recordings, and
physical location of the submitted occurrence. Using these data, the WI-VIA system
intelligently filters, classifies, and displays simultaneous submissions from various locations
onto one visual, a computer screen, so the dispatcher can manage the incident more efficiently.
The system also allows the dispatcher to handle many more submissions simultaneously while
identifying trends and patterns that may not be immediately obvious to a responder in the field.
Another aspect of WI-VIA is the “reverse-911” component for data-enabled mobile phones.
Upon the identification of a threat and the issuance of the appropriate warning, the dispatcher
can instantly relay a message to participants with cell phones in a certain geographic area. The
real-time control of the when, where, and to whom such information is instantly disseminated
is of great interest to law enforcement and public safety officials. A great example of such
information, particularly in the authors’ home state of Florida, could be the need to evacuate a
particular area due to hurricane/flood warnings.
The second prototype described in this report is the Hurricane Evacuation Zone Finder (EZFinder) that can help disperse public announcements such as evacuation warnings, evacuation
routes, evacuation zones, current shelter locations, re-entry time, etc. The prototype device
can “push” evacuation zone information and messages to cell phone users based on their
current location. Multi-media messaging could be delivered in users’ own languages
simultaneously while reaching more people in less time.
This report documents a joint collaboration research endeavor between the Center for Urban
Transportation Research (CUTR) and the Department of Computer Science Engineering (CSE)
in the College of Engineering at the University of South Florida (USF). The innovative
research effort focuses on developing scalable, location-aware, two-way multimedia
communication technologies that makes the processes of data collection and information
sharing less costly and more efficient. The application of these innovations in emergency
communication is the focus of this study.

1.1

Problem statement

According to the U.S. Department of Transportation, lessons learned from communication
failures following the September 11 terrorist attacks on New York City and Washington, D.C.
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and the August 14, 2003, blackout that occurred across the Northeastern United States
included these challenges (1):
1. A single point of failure can disrupt the entire communications
system.
2. It is important for an agency to maintain backup power for all
segments of its communications network.
3. The need for interoperable communications among agencies
increases during emergencies.
4. It is important for an agency to have multiple forms of
communications technology at its disposal.
5. The problems experienced with communications technology in one
emergency may be very different in the next emergency.
6. An agency needs to be prepared for a changing set of circumstances.
7. The public can now obtain information from multiple sources,
including e-mail alerts, Internet updates, cell phones, and radio
technologies.
8. A communications system will experience an unusually high
demand during an emergency, exactly when it may be the most
vulnerable.
Office of Research Demonstration and Innovation,
FTA, “Transit Security Design Considerations: Appendix G. Lessons
Learned from Transit Communications Emergencies,” 2004,
FTA Office of Program Management.

This research project attempts to meet some of these challenges by utilizing wireless as a
communication network backup (challenge #2 above), and that is interoperable among
agencies in emergencies (challenge #3). The proposed system can also be counted as an
additional form of communications (challenge #4). As to the problem of data collection and
information dissemination during an emergency (challenges #7 and #8), both the WI-VIA and
the EZ-finder prototypes fulfill these needs under several scenarios discussed in the remaining
sections of this report.
From the perspective of the national plan for research and development (R&D), the U.S.
Department of Homeland Security (DHS) identified priority projects after being judged both
strongly needed and achievable in a short timeframe. Some, such as the theme of advanced
risk modeling and simulation, embody steps in what will be a continuing evolution of methods
and technology that will move as fast as resources and knowledge allow. Among these steps
(2):
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Provide real-time distributed data collection, visualization, and
interpretation. Use pilot studies and test beds to begin to integrate
network architectures consisting of sensors, controls, real-time
data/information, and systems to have uniform structures and common
languages, interoperability, compatibility, and scalability.
Office of Science and Technology Policy,
Executive Office of the President,
“The National Plan for Research and Development in Support
of Critical Infrastructure Protection,”
Science and Technology Directorate of DHS, 2004, p. 71.

From state or county perspectives, the importance of effective communication systems during
emergencies is not limited to terrorist threats. Hurricane evacuation, re-entry, and recovery are
different types of emergencies that government agencies and the public have to manage. For
example, the Hillsborough County (Florida) Emergency Management Operations Center
reported that, during Hurricane Charlie in 2004, the citizen advisory hotline received an
average of 6,000 calls per hour from citizens inquiring about their specific evacuation zone.
Providing the capability to target messages and track individuals easily and inexpensively
saves precious minutes in an emergency. To enhance emergency management operations,
vital information should be announced to the public quickly and efficiently, not only through
the general Emergency Alert System (EAS) via TV and radio, but also to mobile devices,
specifically targeted geographic areas, selected groups, etc.
The WI-VIA prototype gathers real-time GPS-distributed visual data and disseminates
information to targeted participants in specific areas. The EZ-finder pinpoints (interprets), in
real-time, users in the actual evacuation zone where they are located. The WI-VIA
architecture described in this report involves Google maps, Nextel camera cell phones with
GPS ability, and a server that is commercially available. Therefore related to “real-time
data/information . . . interoperability, compatibility, and scalability,” the architecture and both
prototypes address the future research priorities.

1.2

Study purpose and objectives

The purpose of this research study was to develop a system for leveraging the use of personal
electronic devices with GPS in security applications. In conjunction with executive decisions
to restructure layers of interagency communication, applying new, scalable, widely used
technologies that augment and further boost intelligence gathering, analysis and sharing can
prove to be an efficient way to fill gaps in emergency communications. For example, a tool
that has not been utilized for gathering and disseminating information despite its widespread
use is the cell phone. A camera cell phone with GPS capabilities could be used to report on
locations of suspicious objects or missing persons.
This report documents the development of a prototype system (WI-VIA) that can serve as a
modern high-tech “Neighborhood Watch” enabling law enforcement officials access to the
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many “eyes and ears” of the public. The report also documents the development of another
prototype, the EZ-finder, an application that allows cell phone users to find out their
evacuation zone in case of emergency hurricane and/or flooding evacuations.

1.3

Study methodology

The overall approach was to develop a working data-communication system between a server
and a GPS-enabled cell phone to achieve real-time, location-based bidirectional multimedia
(picture/video/sound) communications.
To provide user location data and two-way data communications messaging for location-based
services, the capabilities of available cellular carriers were inventoried and functional
requirements for the client, the server, the carrier network, and the Internet were determined.
The next step was to identify existing technologies that would fulfill functional requirements.
A SQL server and camera cell phones that fulfilled all functional requirements and selection
criteria were purchased.
The next challenge was to design the appropriate system architecture for meeting functionality
requirements, such as developing a database to collect and process the different types of
information identified. Finally, the research team tested the prototype system functionality to
collect and analyze data. This report documents the results of these tests.

1.4

Report Organization

The next section of this report presents the research study that documents how portable
technologies could fill a specific gap in security and emergency communications. The third
section provides a brief overview of the security challenges post 9/11, what has been done so
far to bridge the communication gaps in transportation emergency communications, and a look
into the future strategies to improve emergency communication. The third section also
reviews the role of technology in transportation security and shows the role WI-VIA can play
in improving certain communication gaps. Section 4 is the description of the WI-VIA system
architecture. Section 5 describes the web interfaces of the WI-VIA and EZ-Finder
applications. The final section presents the findings, conclusions, and recommendations.
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2.

Research Background

Several factors contributed to the implementation of this research and development project,
including the rapid advances in wireless communication, the widespread use, and affordability
of cellular phones, identification of security vulnerabilities that were evident on 9/11, and the
success this research team experienced with the development of prototypes that use locationbased technologies to model travel behavior (3). The following subsections document how
portable technologies could fill a specific gap in security and emergency communications.

2.1

National security needs

The National Strategy for Homeland Security outlined the basic purpose behind establishing
the DHS and provided an overview of its homeland security responsibilities. The
Department’s strategic goals and objectives are directly linked to accomplishing the three
objectives of the National Strategy, which are to prevent terrorist attacks within the United
States, reduce America’s vulnerability to terrorism, and minimize the damage and recover
from attacks that do occur (4).
In a study of the World Trade Center events, responses, and recovery processes, it was found
that information was crucial to every aspect of these events, particularly from the perspectives
of information, technology, and the people and organizations that used them to address a
massive urban emergency. Information existence, availability, quality, and distribution clearly
affected the effectiveness and timeliness of the response and recovery efforts. Table 1
summarizes the different kinds of information needs pertinent to the four elements of crises
phases: prevention, preparation, response, and recovery (5).
Table 1: Types of Information Needed for Crisis Management
Information for
preparedness

Information for
immediate response

Information for recovery
and restoration of services

Physical, social, and
economic attributes of
the community

Immediate and ongoing
assessment of damage
and danger

Nature and extent of damage to
infrastructure and services

Likely threats and
vulnerabilities
Resources and
capabilities for response
Action and coordination
plans for foreseeable
events
Business continuity plans

Knowledge about
continuing or ancillary
threats
Availability and
capability of response
assets
Deployment and
coordination of
responders

Information for the public

Availability and capabilities of
recovery and restoration assets
in the wider community

Immediate and emerging
threats to civilians and
guidance for personal
protection
Ongoing advisement of
continuing threats and what to
do
Ongoing advisement of
recovery and restoration
activities

Deployment and coordination
of assets and status of recovery

Continuing awareness and
education

Identification and assessment
of needs and problems

Source: Center for Technology in Government, “Information, Technology, and Coordination:
Lessons from the World Trade Center Response,” 2004, p. 7, (5).
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2.2

Portable technologies

Advances in mobile cellular networks, end system devices, the Internet, and other information
technology components are allowing innovative applications and services that may have been
unattainable only a few years ago. The proliferation of powerful handy mobile devices makes
these innovations more convenient than ever. For example, cell phones can now be used not
only to carry voice but also data such as text messages, pictures and video clips from anywhere
at anytime. In addition to cell phones, other end-systems such as Personal Digital Assistants
(PDAs) have evolved significantly in the last few years. PDAs now emulate small computers,
complete with enhanced graphical user interfaces, integrated GPS, inclusion of cellular service
capabilities and wireless data connectivity, more efficient batteries, more powerful central
processing units (CPUs), and expanded storage capabilities. Because of advances in
communication protocols, databases, and software development tools and environments, these
end-system devices connected to wireless cellular networks can interact with many types of
hosts and servers via the Internet. For example, the Transmission Control Protocol (TCP)User Datagram Protocol (UDP)/Internet Protocol (IP) stack allows seamless data transfer
between cellular telephones and computers from any place at any time. Similarly, the Java
programming language allows the development of applications that can run in any device.
These Java-based applications transfer information using the known TCP or UDP socket
interface to connect/transfer information to and from other clients, servers, and specialized
databases. This generalized communication concept facilitates transportability of developed
software across different cell phones and cellular carriers, which is a necessity for the rapidly
advancing market of wireless communications.
One of the key technological advances for the development of location-based applications in
security applications is the use and availability of user location systems in several applications
that enhance transportation efficiency. GPS chips are now included in many end-system
devices to analyze satellite signals and determine the user’s position with high accuracy (in
some cases, within 3-5 meters). In the United States, cellular positioning system technology is
being pushed forward by the Federal Communication Commission (FCC) mandate requiring
cellular carriers to provide user position information for emergency calls (E911) by the end of
2006 (6). The various device- and network-based methods currently used to identify locations
of end-user-devices will be discussed in later sections of this report.

2.3

Portable technologies and security

In the post-September 11 world, the government has emphasized the need for enhanced
security in different locations serving many purposes, from protecting the transportation
infrastructure of the country to making sure food and water reservoirs remain uncontaminated.
In addition to government resources, support from private business and citizens to properly
monitor the myriad sensitive locations and materials. A demonstration of this partnership can
be seen in the Transportation Security Administration’s (TSA) cooperative agreement with the
American Trucking Associations (ATA) to expand ATA's Highway Watch® program, which
trains highway professionals to identify and report safety and security situations on our
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nation's roads (7). The program provides training and communications infrastructure to
prepare 400,000 transportation professionals to respond in the event they or their cargo are the
target of a terrorist attack and to share valuable intelligence with TSA if they witness potential
threats. Highway Watch® participants attend a comprehensive training session before they
become certified Highway Watch® members. This training incorporates both safety and
security issues. Participants are instructed on what to look for when witnessing traffic
accidents and other safety-related situations, and how to make a proper emergency report.
After completing the Highway Watch® training, transportation professionals use cell phones
and other telecommunications equipment to contact emergency personnel through a special
Highway Watch® hotline, providing emergency responders with precise location and incident
information. A trained operator at the Highway Watch® Call Center verifies the highway
professional’s identity (each participant has a unique Highway Watch® ID number) and
location and then routes the call to the appropriate law enforcement authorities in that area.
The Call Center correlates the location information and routes the call to the proper response
agency in that area or to the proper state or regional emergency dispatch center. Additionally,
Highway Watch® training instructs all participants to call 911 for life threatening
emergencies.

2.4

The Potential of WI-VIA in Emergency Communications

Modern technology allows a more efficient approach to this concept using personal electronic
devices such as camera-equipped cell phones or PDAs. Cell phones with embedded digital
cameras allow the instant capture and remote submission of suspicious circumstances to law
enforcement through pictures or video. This gives the responders not only a visual
representation of the situation but also information such as time, date, voice recordings, and
physical location of the reporting party in GPS coordinates attached to the report. Using these
data, the WI-VIA system intelligently filters, classifies, and displays submissions from various
locations to the dispatcher for efficient management of the incidents. The WI-VIA system can
add another tool to the Highway Watch® system - the GPS-equipped camera cell phone. WIVIA can also play a role in duplicating this watch system for waterways, ports, railroads,
transit stations, and more
Another aspect of WI-VIA is the “reverse 911” component for data-enabled cell phones.
When a threat to the public or to individuals is identified, the dispatcher can instantly relay a
message to individuals with cell phones or PDAs in a certain geographic area. Another
application of this system is for hurricane evacuations.
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Overview of Security Challenges and Strategies

3.

This section highlights the security challenges that the transportation system faces since
September 11, especially mass transit systems designed to be publicly accessible. This section
will briefly describe these challenges, the strategic plans in place to combat them, the role of
advanced technology in these plans, and settings where wireless scalable location-based
wireless applications can enhance safety and security in the transportation system.
It is beyond the objectives of this technical report to comprehensively review or analyze all the
broad safety and security issues of transportation systems. However, this portion of the report
will pinpoint how this research in general and the application developed through this research
in particular benefit information sharing technology as it relates to transportation safety and
security. It is not the intention of this report to oversimplify the huge task of securing the
nation’s transportation system, but mainly to update the reader on strategies and technology
strides made in this field by discussing answers to the following questions:
Surface Transportation Security
•
•
•

Why is securing surface transportation a massive undertaking?
What measures were taken after 9/11 to improve security?
What are the strategic plans in place to increase security for the future?

Transit Security
•
•
•

Why is public transportation security a challenge?
What has been done since 9/11 to enhance transit security?
What are the strategic plans in place to increase transit security for the future?

Technology and Security
•
•

3.1

What is the role of technology in transportation security?
How can Wi-Via be used to enhance Transit Security

Why is securing surface transportation a massive undertaking?

Surface transportation includes long distance passenger and freight vehicles and facilities;
mass transit vehicles and facilities; and related infrastructures with highways, trains, trams,
subways, buses, trucks, railways lines, stations, depots, control facilities, bridges, tunnels, etc.
More open and efficiently accessible surface transportation systems lead to economic growth
nationally and globally. Looking at numbers of facilities in each transportation sector may
help reveal the complexity and magnitude of the problem. In the United States, there are 5,000
public airports; 120,000 miles of major railroads; 590,000 highways and bridges; 2 million
miles of pipelines; 300 inland/costal ports; and 500 major urban public transit operators (8).
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These facilities serve millions of people and carry tons of goods daily, making them targets of
terrorist attacks to achieve maximum loss of life, paralyze the economy, put fear in citizens to
alter their way of life, and inflict the most harm on life and properties.

3.2

What were measures taken after 9/11 to improve security?

Since September 11, the collection and analysis of homeland security intelligence and
information has become a high priority. The National Strategy for Homeland Security outlines
a vision to advance human source intelligence and also develop and utilize technology to
enhance analytic, collection, and operational efforts throughout the counterterrorism
community (4). Vital to this vision is the instant transfer of homeland security intelligence and
information into the Nation’s domestic anti-terrorism efforts. Those efforts must be structured
to provide all pertinent homeland security intelligence and law enforcement information—
from all relevant sectors including state and local law enforcement as well as federal
agencies—to those able to take preventive or protective action. Table 2 presents a report card
on where DHS is at after two years of setting key priorities with specific planned actions.
Table 2: Key Priorities for DHS (report card from March 04 to March 05)
Priority
Critical to the Department’s
mission is the ability to
effectively share information
with homeland security partners
across the country to better
protect the nation's critical
infrastructure. In 2004, the
Department dramatically
expanded both its vertical
information sharing capability
and its ability to identify critical
infrastructure throughout the
country as well as additional
protective measures that need to
be taken to better secure the
country. This includes the key
Administration accomplishment
of establishing the Terrorist
Screening Center and the
consolidated Terrorist Screening
Database.

Accomplishments
Priority #1: Stronger Information Sharing and Infrastructure Protection
Homeland Security Information Network. Expanded this real-time computer based counter terrorism communications network to all 50 states,
5 territories, Washington, D.C. and 50 other major urban areas. Strengthens the two-way flow of current threat information to state, local, and
private sector partners.
Homeland Security Information Network – Critical Infrastructure. Launched a pilot program to provide the Homeland Security Operations
Center 24/7 access to information from a broad spectrum of industries, agencies, and critical infrastructure across both the public and private
sector.
Homeland Security Operations Center. Created to serve as the national hub for all information sharing, communications, and coordination
pertaining to the prevention of terrorist attacks and domestic incident management.
National Infrastructure Coordination Center. Created to support the Homeland Security Operations Center by providing a centralized
mechanism for quickly sharing information with the private sector in response to an incident.
Protective Security Advisors. Homeland security experts identified in major metropolitan communities across the country to serve as liaisons
between the Department and other partners on issues of critical infrastructure protection.
National Cyber Alert System. Delivers targeted, timely, and actionable information to help Americans secure their computer systems. More
than 270,000 direct subscribers receive these alerts.
National Infrastructure Protection Plan (NIPP). The Office of Infrastructure Protection compiled a database with input from state and local
governments and the private sector consisting of over 80,000 assets. The database is a key component of the National Infrastructure Protection
Plan, which the Department is finalizing to implement better protective measures for key areas of critical infrastructure.
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Table 2: Key Priorities for DHS (report card from March 04 to March 05) (cont.)

The ability of our nation’s first
responders to communicate
with each other as well as share
equipment in times of crisis is
critical. Solving this challenge
is a long-standing, complex
problem. In the past year, we
have taken several steps to
address the immediate
communications and equipment
needs, while also making
substantial progress towards a
more long term and lasting
solution.

Efforts to strengthen and more
fully integrate security at the
nation’s borders and ports while
at the same time facilitating the
flow of legitimate trade and
travel have been furthered and
fortified over the course of the
past year.

Priority #2: Interoperable Communications and Equipment
Emergency Interoperability in High-Threat Cities. Implemented the RapidCom initiative to create the capability for immediate incident-level,
interoperable emergency communications in ten high-threat urban areas: Boston; Chicago; Houston; Jersey City, N.J.; Los Angeles; Miami;
Washington National Capitol Region; New York; Philadelphia; and San Francisco, CA.
Office of Interoperability and Compatibility. Established to better focus Federal, State and Local partnership directed at interoperability of
emergency response communications, equipment, and training in every community in the country.
Federal Interagency Coordinating Committee. Created to coordinate and focus all Federal programming that address interoperability.
State Funds to Improve Interoperability. Since 9/11, allocated $280 million to fire, emergency medical service, and law enforcement personnel
to communicate across jurisdictions. In the past three years, states have also received more than $13 billion for emergency preparedness,
including funds that are being used for communications.
Standards for Compatible Equipment. Adopted new standards for major pieces of first responder equipment, including personal protective
clothing for personnel working in contaminated areas.
Tools for Local, State, and Federal Efforts on Interoperability. Provided new tools and guidelines to local, state, and federal partners to guide
future interoperability policy decisions. Developed a communications requirements document that will help guide Industry developments and
public safety procurements of interoperability communications systems.
Coordinated Grant Guidance for the Purchase of Compatible Equipment. Instituted a grant integration process to ensure that when federal
money is spent, it fosters interoperability and includes ODP state block grants, which will ultimately eliminate public safety stovepipes. This
grant information, along with planning and management applications, collaborative tools and other relevant information will be available to the
public safety community through a web portal.
Priority #3: Integrated Border and Port Security Systems
Aerial Surveillance. Began utilization of Unmanned Aerial Vehicles (UAV) to augment national security efforts along the Arizona-Mexico
border.
Joint Border Operations. Assets are being deployed in coordinated efforts at specific border locations to stem the flow of illegal migrants and
protect innocent lives. The Arizona Border Control (ABC) Initiative was implemented to address the mass illegal migration affecting the
communities in the region. Due to the pressure put on smuggling organizations from the ABC Initiative, additional joint border operations are
now underway in Los Angeles and San Diego.
Biometrics at the Border. Installed and implemented US-VISIT at all 115 International Airports and 14 Seaports as well as in the secondary
processing areas of the 50 busiest land border crossings, which bring enhanced integrity to our nation's immigration systems.
Secure Electronic Network for Travelers Rapid Inspection (SENTRI). SENTRI, which facilitates the fast and secure movement of people
across the border, was launched at seven ports of entry.
Free and Secure Trade (FAST) Lanes Cut Down Wait Times. Expedited low-risk trucks that provide security information in advance through
the border inspection process, easing congestion and ensuring the timely delivery of goods. FAST lanes are currently operational at 11 northern
and 7 southern border crossings.
Fast and Secure Visas. New international offices are currently being set up and will open by the end of 2005 to oversee issuance of visas to
ensure that homeland security needs are taken into account at the point of issuance. DHS, in partnership with DOS, implemented new visa
review policies to expedite turnaround times and provide better customer service to those seeking visas.
Container Security Initiative (CSI) Protecting our Ports. Expanded to 15 additional foreign ports bringing total to 33, including many under an
agreement with the European Union to promote cargo security. CBP inspectors work in partnership with their foreign counterparts to identify
and screen high-risk cargo.
Maritime Security Regulations. Implemented new maritime security regulation in July that required vessel and facility owners to complete
security assessments, develop security plans and implement new protective measures and procedures at all U.S. ports. Reviewed and approved
over 10,500 domestic vessel security plans and 5,000 domestic facility security plans; verified security plan implementation on 8,100 foreign
vessels; set to complete 55 domestic and over 100 foreign port security assessments.
Passenger Name Records (PNR) Agreement with European Union. Reached a landmark agreement to allow review of incoming air
passengers from European countries with robust privacy protections in place
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Table 2: Key Priorities for DHS (report card from March 04 to March 05) (cont.)

Throughout the past year, the
Department has worked to
harness the potential of
emerging technologies, while
providing support to both public
and private research efforts
aggressively seeking the next
generation of scientific tools.

Helping communities become
better prepared to protect
against or respond to a terrorist
attack or major disaster is
essential to the nation’s security.
This past year, the Department
provided resources, training,
and funding to support the job
of those who stand on the
frontlines of community
protection – our first responders.
While at the same time, the
Department has invested in
public education efforts to
further engage citizens to take
an active role in the security of
their homes and families.

The Department has introduced
as well as improved services for
immigrants that will make the
naturalization process more
efficient and customer friendly.

Priority #4: New Technologies and Tools
BioWatch Expansion. Deployed additional environmental sensor systems to new metropolitan areas to protect our nation’s cities from the
threat and ramifications of a bioterrorist attack.
Next Generation Chemical and Biological Detection. Engaged in creating more sensitive devices that are less subject to producing false
positives, which provides real-time monitoring of facilities. New biological efforts include shorter response time sensing capabilities for
BioWatch. Chemical initiatives are underway to detect Non-Traditional Agents (NTAs) and a Laboratory Response Network in collaboration
with the Environmental Protection Agency and the Department of Health and Human Services. Chemical threat detection systems deployed in
Boston, New York and Washington D.C. subway/transportation systems for National Special Security Events.
Nuclear Materials Detection. Presently developing new capabilities and a corresponding architecture for detection of nuclear materials through
a new coordinating office, which will outline an investment strategy for nuclear material detection R&D as well as procurement and
deployment of next-generation technologies.
All Hazards Detection and Response. Deployed a new pilot program to three urban cities through the Regional Technology Integration
initiative that will provide an integrated urban area “all-hazards” detection and emergency response system.
Threat Awareness. Presently developing new capabilities to depict the geographic distribution of threats across the United States and to search
underlying databases for information on the possible actors, agents, potential severity of attacks, and extent of the effects of such attacks.
Educational and Academic Excellence. Launched the first ever Homeland Security Centers of Excellence at the University of Southern
California, Texas A&M, and University of Minnesota. Each will focus on a specific area of study and research pertaining to the fight against
terrorism. To date, over 200 students have been selected through the through the Homeland Security Scholars and Fellows program, for grants
to assist study of science and technology issues that support the homeland security mission.
Priority #5: More Prepared Communities
National Response Plan (NRP). Created the National Response Plan along with the National Incident Management System (NIMS) to make
our communities safer. The NIMS establishes a core set of doctrine, principles, terminology, and organizational processes. The NRP, a new
way of doing business between governments and the private sectors, integrates existing and formerly disparate response systems.
Billions in Grant Funding. Disbursing nearly $13 billion in grants for the purchase of equipment, training, planning, and exercises to better
prepare our nation’s first responders. Our grants programs enhance preparedness across the country while targeting resources to those areas that
need them most.
Extended Training and Exercise. Provided WMD/terrorism training to more than 379,701 first responders and conducted 177 exercises and
drills for groups such as sports venues and universities.
Ready Campaign. Expanded this vital public education effort to teach Americans basic preparedness through Ready Business and extensive
partnerships. 58% of Americans have taken one of three key actions. This is up from around 30% following 9/11.

Citizen Corps. Made Citizen Corps Councils available to 50% of the U.S. population. Achieved a 73% increase in Councils growing from 775
to 1, 339. Expanded the Community Emergency Response Team (CERT) program from 525 teams to 1,303.
Priority #6: Improved Customer Service for Immigrants
Backlog Reduction. Reduced the cycle time of nearly every case-type during 2004, including those who are seeking citizenship indicating a
21% increase in productivity.
Improved Customer Service. Introduced InfoPass, an innovative and user-friendly Internet-based appointment scheduling system offered in 12
languages, which has been implemented in every district and prevents the need to wait in long lines. Expanded its E-Filing program, allowing
customers to apply for immigration benefits online. The new bilingual National Customer Service Center has served more than 14 million
customers.
Naturalizations and Citizenship Information. Welcomed over 1,016,000 new American citizens, including more than 10,000 military personnel
from March 2003 through November 2004. Released the landmark guide, "Welcome to the United States: A Guide for New Immigrants" in
2004.
National Security and Immigration System Integrity. Established the Office of Fraud Detection and National Security, which developed and
implemented a joint anti-fraud structure and initiative that detects and refers suspected cases of benefit fraud. Conducted more than 35 million
background and security checks on 100% of those seeking immigration benefits.
Humanitarian Efforts. Adjudicated refugee applications of more than 95,000 individuals and completed over 200,600 asylum cases between
March 2003 and December 2004.
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Table 2: Key Priorities for DHS (report card from March 04 to March 05) (cont.)

The Department has focused on
various management initiatives
in order to build on its efforts to
integrate functions and enhance
capabilities.

Priority #7: 21st Century Department
New DHS Human Resources Management System. In response to public and employee representative comments, DHS is considering
implementing performance management in 2005 to allow time for evaluation of that critical component before phasing in the human resource
system in FY 2006.
Leadership Development Curriculum. Kicked off the first-ever Senior Leadership Training and Development Conference in 2004 and
partnered with the U. S. Coast Guard to provide training opportunities to senior Department executives.
DHS One Network. Continued to develop and integrate Email and Directory Services, Network Operations, Collaborative Tools including
Desktop Services, Data Center Operations, and IT Operations Services Centers.
Private Sector One-Stop Shop. Activated the “DHS Open for Business” homepage on the DHS Internet website and included 1,100 new
procurements that the Department plans to execute in 2005 so that the private sector can position them to compete.
Functional Integration. Reduced: 22 different human resources servicing offices to 7, 8 different payroll systems to 2, 19 financial management
providers to 8, and 27 bankcard programs to 3.

The widespread use of cellular telephones with GPS capabilities will facilitate the
development of many personalized, location-based, multimedia, two-way, community-oriented
applications that are easily deployable. Making better use of these private citizens’ personal
cell phones will help fill some intelligence-gathering and information-sharing gaps. With
more advances in wireless networks, there are opportunities for citizens and communities to
integrate efforts and become actively involved in emergency and security management.

3.3

What are the strategic plans in place to increase security for the
future?

According to the 2004 report from DHS, “Securing Our Homeland - Strategic Plan,” the
National Strategy for Homeland Security and the Homeland Security Act of 2002 served to
mobilize and organize the nation to secure the homeland from terrorist attacks (9). This
exceedingly complex mission requires coordinated and focused effort from the entire society.
To this end, the DHS was established to provide the unifying core of the vast national network
of organizations and institutions involved in efforts to secure the homeland. DHS’ priorities
are to prevent further terrorist attacks within the United States and reduce vulnerability without
diminishing economic security. These are accomplished through gathering intelligence and
analyzing threats, guarding the nation’s borders and airports, protecting our critical
infrastructure and coordinating response to the American people during times of disaster. The
strategic goals to secure the nation are outlined in Table 3.
This research report will present examples of how location-aware services and portable
devices can play a role in fulfilling DHS strategic goals and objectives. Specific strategies are
underlined and in bold in Table 3 as examples of where limited testing of the WI-VIA system
was done and could actually be deployed in gathering information from and disseminating it to
the public.
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Table 3: Strategic Goals and Objectives for Securing the Nation
Strategic Goal 1: Awareness
Identify and understand threats,
assess vulnerabilities, determine
potential impacts and
disseminate timely information
to our homeland security
partners and the American
public.

Objective 1.1
Objective 1.2
Objective 1.3
Objective 1.4

Gather and fuse all terrorism related intelligence, analyze and coordinate access to information
related to potential terrorist or other threats.
Identify and assess the vulnerability of critical infrastructure and key assets.
Develop timely, actionable, and valuable information based on intelligence analysis and vulnerability
assessments.
Ensure quick and accurate dissemination of relevant intelligence information to homeland
security partners, including the public.

Strategic Goal 2: Prevention
Objective 2.1
Objective 2.2

Detect, deter and mitigate
threats to our homeland

Objective 2.3
Objective 2.4
Objective 2.5
Objective 2.6

Secure our borders against terrorists, means of terrorism, illegal drugs and other illegal activity
Enforce trade and immigration laws.
Provide operational end users with the technology and capabilities to detect and prevent
terrorist attacks, means of terrorism and other illegal activities.
Ensure national and international policy, law enforcement and other actions to prepare for and
prevent terrorism are coordinated
Strengthen the security of the Nation’s transportation systems.
Ensure the security and integrity of the immigration system.

Strategic Goal 3: Protection

Objective 3.6

Protect the public from acts of terrorism and other illegal activities.
Reduce infrastructure vulnerability from acts of terrorism.
Protect against financial and electronic crimes, counterfeit currency, illegal bulk currency movement,
and identity theft.
Secure the physical safety of the President, Vice President, visiting world leaders and other protectees
Ensure the continuity of government operations and essential functions in the event of crisis or
disaster.
Protect the marine environment and living marine resources.

Objective 4.1

Reduce the loss of life and property by strengthening nationwide response readiness.

Objective 4.2

Provide scalable and robust all-hazard response capability.

Objective 4.3

Provide search and rescue services to people and property in distress.

Objective 3.1

Safeguard our people and their
freedoms, critical infrastructure,
property and the economy of
our nation from acts of
terrorism, natural disasters, or
other emergencies

Objective 3.2
Objective 3.3
Objective 3.4
Objective 3.5

Strategic Goal 4: Response
Lead, manage and coordinate
the national response to acts of
terrorism, natural disasters, or
other emergencies

Strategic Goal 5: Recovery
Lead national, state, local, and
private sector efforts to restore
services and rebuild
communities after acts of
terrorism, natural disasters, or
other emergencies.

Objective 5.1

Strengthen nationwide recovery plans and capabilities

Objective 5.2

Provide scalable and robust all-hazard recovery assistance

Objective 6.1

Increase understanding of naturalization, its privileges, and responsibilities.
Provide efficient and responsive immigration services that respect the dignity and value of
individuals.
Support the United States humanitarian commitment with flexible and sound immigration and
refugee programs
Facilitate the efficient movement of legitimate cargo and people

Strategic Goal 6: Service
Serve the public effectively by
facilitating lawful trade, travel,
and immigration.

Objective 6.2
Objective 6.3
Objective 6.4

Strategic Goal 7: Organizational Excellence
Value our most important
resource, our people. Create a
culture that promotes a
common identity, innovation,
mutual respect, accountability
and teamwork to achieve
efficiencies, effectiveness and
operational synergies

Objective 7.5
Objective 7.6

Protect confidentiality and data integrity to ensure privacy and security.
Integrate legacy services within the Department improving efficiency and effectiveness.
Ensure effective recruitment, development, compensation, succession management, and leadership of
a diverse workforce to provide optimal service at a responsible cost.
Improve the efficiency and effectiveness of the Department, ensuring taxpayers get value for their tax
dollars.
Lead and promote E-Government modernization and interoperability initiatives.
Fully integrate the strategic planning, budgeting and evaluation processes to maximize performance.

Objective 7.7

Provide excellent customer service to support the mission of the Department.

Objective 7.1
Objective 7.2
Objective 7.3
Objective 7.4
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3.4

Why is public transportation security a challenge?

Transit is designed and operated as an open environment - it is by its very nature a high risk,
high consequence target for terrorists. More than 9.5 billion passengers a year ride U.S. transit
systems. Some of the largest transit systems report that more than 1,000 people per minute
enter their largest intermodal facilities during rush hour. Transit subways travel under key
government buildings, business centers, and harbors. Worldwide, transit has been a frequent
terrorist target, including bombings in the London and Paris subways, the sarin gas attack in
Tokyo, and bus bombings in Israel.
Transit is a critical, high risk and high consequence national asset. Every day transit provides
mobility to millions of Americans in our most densely populated urban areas and serves the
largest economical and financial centers in the nation. Every workday, transit moves more
than 14 million passengers. In one month, transit moves more passengers than U.S. airlines
move in a year. Transit systems are designed to provide not only open, easy access to
passengers, but to run under or along side our largest business and government buildings,
intermodal transportation centers, and many of our nations most visible public icons. The US
DOT Office of Intelligence and Security estimated that, in the 1990’s, transit was the target of
20 to 35 percent of terrorist attacks worldwide.
The FTA 2004 handbook “Transit Security Design Considerations - Appendix G: Lessons
Learned from Transit Communications Emergencies” provides insight into the communication
gaps that occurred in actual emergencies (1). It reports that several agencies found that certain
communications alternatives proved successful in the emergency response efforts for internal
information dissemination. Agencies reported that interactive pagers, such as the Blackberry
pager, were extremely useful on September 11, when other forms of communication were
unavailable.
At the general meeting of the FCC’s Public Safety National Coordination Committee in
November 2001, the New York Police Department (NYPD) highlighted the fact that, because
they operate a substantial portion of their own communications infrastructure, they were able
to maintain E-911 call-taking and dispatching operating (1). This was an important point to
make, because some public safety organizations have been urged to use commercial services to
provide their public safety communications. The NYPD felt that September 11 highlighted the
critical need for exclusive public safety communications systems that ensure secure quality
transmission and reception.
In Washington, D.C., the Washington Metropolitan Area Transit Authority (WMATA)
operates Metrorail rapid transit lines and an extensive Metrobus transit service throughout the
region. Metrorail and Metrobus maintain separate command centers, but in major
emergencies, their functions are consolidated into a single, central command post (1). On
September 11, Metrobus drivers could not be notified of all service changes at once since the
radio system required that dispatchers call drivers individually. Therefore, one of the
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functional criteria for the WI-VIA system was the ability to send out instant multi-media
message to a selected region or a selected group of people through cellular network.
The August 2003 blackout caused a large portion of the Northeast and Great Lakes region to
lose electrical power just as the evening rush hour was commencing. A major obstacle facing
transit agencies and other government agencies in dealing with the blackout was the loss of
communications. Activities such as vehicle evacuations had to be conducted without effective
central coordination from the Operations Coordination Center (OCC). A New York City
Transit dispatcher was quoted as saying in a transit agency’s newsletter (1), “For
transportation, I think the blackout was worse than 9/11. And the reason is no
communication.”
Communication problems included technology failures and challenges with disseminating
timely information within an agency, among agencies, and to the public. The WI-VIA system
has the potential to act as a secondary communication network within an agency and between
agencies. The WI-VIA system can also help fill a communication gap by disseminating
information to the public through cell phones. Another application for WI-VIA can be
providing inter- and intra-agency communications during emergencies.

3.5

What has been done since 9/11 to enhance transit security?

The Top 20 Security Program Action Items for Transit Agencies provides the most important
elements identified by the Federal Transit Administration (FTA) that transit agencies should
incorporate into their System Security Program Plans (10). These include the following:
Management and Accountability
1. Written security program and emergency management plans are established.
2. The security and emergency management plans are updated to reflect anti-terrorist
measures and any current threat conditions.
3. The security and emergency management plans are an integrated system program,
including regional coordination with other agencies, security design criteria in
procurements and organizational charts for incident command and management
systems.
4. The security and emergency management plans are signed, endorsed, and approved by
top management.
5. The security and emergency management programs are assigned to a senior level
manager.
6. Security responsibilities are defined and delegated from management through to the
front line employees.
7. All operations and maintenance supervisors, forepersons, and managers are held
accountable for security and emergency management issues under their control.
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Security Problem Identification
8. A threat and vulnerability assessment resolution process is established and used.
9. Security sensitive intelligence information sharing is improved by joining the FBI Joint
Terrorism Task Force (JTTF) or other regional anti-terrorism task force; the Surface
Transportation Intelligence Sharing & Analysis Center (ISAC); and security
information is reported through the National Transit Database (NTD).
Employee Selection
10. Background investigations are conducted on all new front-line operations and
maintenance employees.
11. Criteria for background investigations are established.
Training
12. Security orientation or awareness materials are provided to all front-line employees.
13. Ongoing training programs on safety, security, and emergency procedures by work
area are provided.
14. Public awareness materials are developed and distributed on a system wide basis.
Audits and Drills
15. Periodic audits of security and emergency management policies and procedures are
conducted.
16. Tabletop and functional drills are conducted at least once every six months and fullscale exercises, coordinated with regional emergency response providers, are
performed at least annually.
Document Control
17. Access to documents of security critical systems and facilities are controlled.
18. Access to security sensitive documents is controlled.
Access Control
19. Background investigations are conducted of contractors or others who require access to
security critical facilities, and ID badges are used for all visitors, employees, and
contractors to control access to key critical facilities.
Homeland Security
20. Protocols have been established to respond to the Office of Homeland Security Threat
Advisory Levels.
Item number 14 in the list above, public awareness materials are developed and distributed on
a system wide basis, already has been deployed and is evident in several transit systems
nationwide. TransitWatch is a new nationwide safety and security awareness program
designed to encourage the active participation of transit passengers and employees in
maintaining a safe transit environment (11). Figure 1 presents samples of posters used in New
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York City and Spokane. Also shown in Figure 1 is the front cover of a brochure from Boston
that in the simplest terms states the message: “If you see something, say something.”

Figure 1: TransitWatch Logo and Material from New York,
Spokane, and Boston
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Consider the same message with a WI-VIA angle: “If you see something, send it.” The
TransitWatch can be more efficient by using WI-VIA; patrons can take a picture of anything
suspicious and send it to a dedicated email address. The exact location of the suspicious item
will be identified on a Google map using GPS

3.6

What are the strategic plans in place to increase transit security?

FTA is enhancing its strategies and moving forward to enhance transit security while
continuing to tap the expertise of TSA, the intelligence community, the transit industry, and
others to help strengthen transit security. Future plans aim at strengthening current programs
and adding new initiatives to meet a variety of needs that were identified over the last year, as
well as the priorities and strategies identified in the Office of Homeland Security’s National
Strategy, as follows (4):
•

•
•

3.7

Preventing Terrorist Attacks: Because of the openness of transit facilities, timely threat
and intelligence information is critical for the transit agencies to target resources
strategically based on real-time threat information. FTA is tapping into existing
intelligence information and warning networks, and developing new intelligence
sharing systems to provide two-way communication between the intelligence
community and the transit industry.
Reducing America’s Vulnerability to Terrorism: FTA is working with the transit
industry to identify critical, high-risk assets and operations, and is developing a broad
range of strategies to increase security.
Minimizing Damage and Speeding Recovery: FTA’s ongoing security program will
work to promote regional coordination, communication, and shared drills among transit
and emergency responders.

What is the role of technology in transportation security?

The Directorate for Science and Technology is the primary research and development arm of
the DHS. The Directorate provides federal, state, and local officials with the technology and
capabilities to protect the homeland. As outlined in the “National Plan for Research and
Development In Support of Critical Infrastructure Protection,” the mission of the Directorate is
to protect the homeland by providing federal and local officials with state-of-the-art
technology and other resources (12). The Directorate fulfills its mission through the following
strategic objectives:
•

•

Develop and deploy state-of-the art, high-performance, low-operating-cost
systems to prevent, detect, and mitigate the consequences of chemical,
biological, radiological, nuclear, and explosive attacks.
Develop equipment, protocols, and training procedures for response to and
recovery from chemical, biological, radiological, nuclear, and explosive attacks.
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•

•
•

•

Enhance the technical capabilities of the Department’s operational elements and
other Federal, State, local, and tribal agencies to fulfill their homeland security
related missions.
Develop methods and capabilities to test and assess threats and vulnerabilities,
and prevent technology surprise and anticipate emerging threats.
Develop technical standards and establish certified laboratories to evaluate
homeland security and emergency responder technologies, and evaluate
technologies for the Support Anti-terrorism by Fostering Effective
Technologies Act of 2002 (SAFETY Act) certification.
Support U.S. leadership in science and technology.

The WI-VIA system is a low-operating-cost deployable tool for both information gathering
and dissemination. The system architecture described in this report can be the basis for other
applications in the transportation and other security sectors. As communication technology
advances, camera- and GPS-equipped cell phones will become more sophisticated, cheaper,
and widely used. Then, the deployment of the WI-VIA system will evolve in many aspects of
daily communications.

3.8

How can WI-VIA be used to enhance transit security?

The real-time control of the when, where, and to whom such information is instantly
disseminated is of great interest to law enforcement and public safety officials. The WI-VIA
system uses GPS-enabled cell phones with embedded digital cameras to capture and submit
pictures or video of suspicious circumstances or emergency incidents such as traffic accidents
or security breaches to responders. This method of data gathering gives responders a visual
representation of the situation with the time, date, voice recordings, and physical location of
the incident via GPS coordinates. Using this data, the system intelligently filters and displays
submissions on a secure map-based webpage managed by a dispatcher from any computer
with Internet access.
Another aspect of WI-VIA is the “reverse 911” component for data-enabled cell phones.
When a threat to the public or to individuals is identified, the dispatcher can instantly relay a
message to participants with cell phones in a certain geographic area. The need to evacuate a
particular area due to weather hazards such as hurricanes is another application of WI-VIA.
The public can activate an application on their cell phone that instantly tells them the
Evacuation Zone in which they are located and whether or not it is under an evacuation order.
The next section of the report will discuss WI-VIA’s architecture in more detail.
The following example illustrates how WI-VIA could have been used to assist with actual
emergencies.
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3.9

A Real Scenario: The London Transit Bombings

The London Transit bombings timeline is excerpted from Wikipedia, an on-line encyclopedia:
On Thursday 7 July 2005 a series of four bomb attacks struck
London's public transport system during the morning rush hour. At
8:50 a.m. three bombs exploded within 50 seconds of each other on
three London Underground trains. A fourth bomb exploded on a bus
at 9:47 a.m. in Tavistock Square. The bombings led to a severe,
daylong disruption of the city's transport and mobile
telecommunications infrastructure.
Fifty-six people were killed in the attacks, including the four suspected
bombers, with 700 injured. The incident was the deadliest single act
of terrorism in the United Kingdom since the 1988 bombing of Pan
Am Flight 103 (which killed 270), and the deadliest bombing in
London since the Second World War.
Police investigators identified four men whom they believed to be
suicide bombers. These are the first suicide bombings in Western
Europe. As of April 2006 it is believed that the bombers acted alone
on a shoestring budget, although al-Qaeda did claim responsibility
after the bombings.
7 July 2005 London bombings. Wikipedia, The Free Encyclopedia.
http://en.wikipedia.org/w/index.php?title=7_July_2005_London_bombings&oldid=52404904.
WI-VIA could have shown the police in real-time exactly where the bombings had occurred.
A timeline from CNN that shows a discrepancy between what the police believed happened as
events unfolded and what actually happened:
8:50 a.m. Three explosions occur almost simultaneously on three
London Underground trains: between Aldgate and Liverpool Street
stations on the Circle Line; between Russell Square and King's Cross
stations on the Piccadilly Line; and at Edgware Road station on the
Circle Line.
“London Terror, Minute-by-minute Account,” Friday, July 22, 2005;
Posted 8:26 a.m. EDT (12:26 GMT) CNN Official Website link at
http://www.cnn.com/2005/WORLD/europe/07/07/london.timeline/index.html

Originally, police thought only the Aldgate/Liverpool Street train was hit at about this time.
The Russell Square/King's Cross blast was first reported at 8:56 and the Edgware blast at 9:17.
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A review of technical data and witness accounts showed the three bombs actually went off
within about 50 seconds.
12:53 Britain's Home Secretary Charles Clarke tells the House of
Commons there were four explosions in central London and the
underground system will be closed all day. They would decide later in
day whether to resume bus services. Earlier six attacks were reported.
“Response to terrorist attack,”
Metropolitan Police Service Official Website link at
http://www.met.police.uk/news/terrorist_attacks/response1.htm

Metropolitan police service sent officers to respond to six locations after the attacks were
reported, although only four locations were actually hit by bombs:

Metropolitan Police response to terrorist attack in
London:
Major Transport Incident [10.20]
At approx 08:50 on 7.7.05 we were called to Aldgate LT station to
assist the City of London police and British Transport Police regarding
an incident on the underground system.
All of the emergency services are on scene.
This has been declared as a major incident.
Too early to state what has happened at this stage.
There have been further reports from multiple locations in London of
explosions. It is too early to say what has caused these explosions.
Police are responding to reports from:
Edgware Rd
Kings Cross
Liverpool St
Russell Sq
Aldgate East
Moorgate underground stations.
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Furthermore there has been a confirmed explosion on a bus in
Tavistock Place.”
The Metropolitan Police Service, British Transport Police, City of
London Police are working together to ensure officers are deployed to
each scene.
There have been reports of numerous casualties but it is too early to
say numbers at this stage.
“Response to terrorist attack,”
Metropolitan Police Service Official Website link at
http://www.met.police.uk/news/terrorist_attacks/response1.htm

In a subsequent report two hours later, the police corrected their previous statement and
officially stated that only four locations were hit. Many civilians used cell phones during the
attacks to take pictures and even videos of the events. According to a report by the
Washington Post, dozens of personal blog sites and news organizations' Web sites, including
those of the BBC, CNN, London's The Sun and the World Picture Network, solicited pictures
and video from bystanders caught in the carnage. Later, the Metropolitan Police issued a
public solicitation for pictures and information about the bombings that day.

Figure 2: Location of blasts in London Transit Bombing
Source: http://news.bbc.co.uk/1/hi/uk/4661059.stm#map

If the WI-VIA system had been in operation, every law enforcement officer could have had
instant access to a map showing firsthand eyewitness pictures and video and where and when
the picture or video was taken, along with contact information for the individual who
submitted it if further information was needed.
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Figure 3: Cell phone photo - Evacuation of passenger from the
London Underground after transit bombing
Photo by Adam Stacey

More photos and videos taken with cell phones that day are available from the Washington
Post at http://www.washingtonpost.com/wp-dyn/content/gallery/2005/07/07/GA2005070701479.html?referrer=emaillink

Figure 4: Cell phone photo - Evacuation of passengers in an underground tunnel near
Kings Cross station in London immediately after the bombings
Another passenger in the bottom center of the photograph can be seen
holding up his cell phone to take a picture (AP / Alexander Chadwick)
http://i.cnn.net/cnn/interactive/world/0507/gallery.london.explosions/images/kings.cross/02.tube.chadwick.jpg
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Figure 5: Scotland Yard requested video or images of the London
bombings from the public via the email images@met.police.uk
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3.10

Summary

The above overview highlighted lessons learned from actual emergencies so that
communication vulnerabilities come under light. Strategies to prevent, deter and respond to
emergencies include major communication components for data gathering and dissemination.
The challenge is to design a communication architecture that includes citizens as well as
emergency management services. This project answers the challenge through devising a
system that uses two-way multi-media communications through cell phones. The real-time
control of the when, where, and to whom information is instantly disseminated is of great
interest to law enforcement and public safety officials. The use of camera phones during the
London bombings has been called,
“photojournalism history” because for the first time, both the New
York Times and the Washington Post ran photos on their front pages
made by citizen-journalists with camera phones.
Dennis Dunleavy, PhD, Assistant Professor
and Photojournalism Coordinator,
School of Journalism and Mass Communications,
San Jose University
Websites such as Flickr.com allowed citizens to upload their photos and make them available
to others around the world, lending a sense of intimacy with the disaster to people on the other
side of the world. These photos were immediately picked up by news organizations
worldwide since security prevented news crews from reaching the bombing sites. A major
concern for public emergency workers is communication immediately after a major event. In
many cases, the phone systems are flooded with many calls from civilians and others for both
emergency and non-emergency reasons.
“While the voice features of cell phones were jammed immediately
after the London transit bombing attacks, many reported “text and
picture messaging appeared unaffected.”
Zachary Seward
“Phones Offer Snapshots of Terror”
Forbes.com
This is largely due to the nature of traditional phone communication (referred to as a “circuitswitched network”) versus the more efficient design of data communication (referred to as
“packet-switched” networks) over the Internet and cellular networks during periods of high
traffic volume. Therefore, while information could not be passed on through normal telephone
lines due to congestion, the WI-VIA system could have gathered valuable real-time
information instantly from hundreds of mobile “eyes and ears” that could have been
communicated over the cell phone’s data network to public officials and emergency workers.
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If a significant load of communication could be displaced from the phone lines to the cell
phone data network, the WI-VIA system could also contribute to freeing voice lines for critical
emergency phone calls that need to be made by first responders.
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4.

Overview of System Architecture

Two-way community-oriented, personalized applications were developed utilizing the twoway location-based multimedia messaging architecture and infrastructure that was created for
this project. These applications are the Wi-VIA and EZ-finder prototypes.
Figure 6 shows a high-level view of the system architecture developed under this project that
enables position-based multimedia messaging applications as demonstrated by the WI-VIA
and EZ-Finder implementations. The four main components of the system are the client-side
(end-user device), the cellular communication network, the Internet, and the server-side
(database and application servers). Figure six shows these four components and the GPS
satellite system utilized by end-user devices with embedded GPS chips.

Figure 6: WI-VIA High-Level System Architecture
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In this high-level system architecture, the end-user device, whether a cellular telephone or a
PDA is the client-side application with software providing the user interface and obtaining
user position information. The second component is a cellular network utilized as a transit
network since all users are assumed to have cellular service. The cellular network can also
provide user position information through location systems. The Internet, the third
component, is used as a transport network to send the application data from the cellular
network to the server implementing the service and vice versa. The final components are the
servers running the application for all users and containing the database(s) holding user and
application data. Depending on the type of service provided by the application, access to
different databases and servers may be needed. In addition, some services may need an
“intelligent” application (i.e., expert system) running at the server-side in order to make
decisions when conveying important and timely information to the user.
The system is designed to send messages either automatically or on demand. In the case of
on-demand messages, the user will request the service only when needed using the application
user interface. In the case of automatic messaging, the system must include some extra
capabilities to determine if it is appropriate to send a message to the user. For example, one of
the applications developed, the EZ-Finder, can automatically determine which evacuation zone
an individual is standing in and automatically relays the proper message to them (i.e., “You are
in Evacuation Zone B, which is currently under a mandatory evacuation order. Please
evacuate immediately.”) EZ-Finder could be adapted for many other uses (e.g., locations of
hazardous material delivery routes or storage facilities) as long as the data existed in a
geographic information system (GIS) database.

4.1

Description of System Modules

This section describes the system architecture in more detail as shown in Figure 7, including
the internal modules that comprise the four components function.
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Figure 7: Detailed WI-VIA System Architecture
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4.1.1

Client-Side Module of WI-VIA

The client-side module, shown in Figure 8, is developed using the Java 2 Platform Micro
Edition (J2ME) (13). It provides an environment that specifically addresses the needs of
cellular telephones, PDAs, and embedded devices, i.e., devices with limited resources in terms
of power, storage, and CPU cycles. J2ME introduces the concept of configurations and
profiles that dynamically tailor and configure the runtime environment according to the
capabilities of the end-user device. Configurations classify devices according to their
respective processing power and storage size; therefore, devices with similar resources are
supported by the same configuration. Profiles, which sit on top of the configuration, offer
particular features to meet the demands of specific applications and end-user devices.
J2ME includes two configurations, the Connected Limited Device Configuration (CLDC) and
the Connected Device Configuration (CDC). The CLDC provides a small virtual machine, the
Kilobyte Virtual Machine (KVM), to focus on resource-constrained mobile devices such as
pagers, cellular telephones, and small PDAs. The CDC includes a full Java 2 Virtual Machine
used for more powerful devices such as larger PDAs or vehicle-based systems.
The Mobile Information Device Profile (MIDP) runs on top of the CLDC and provides a series
of Application Programming Interfaces (APIs) for developing user interfaces. This modular
approach establishes network connections such as HTTP, HTTPS, and regular TCP-UDP. The
profiles can be extended with additional APIs to provide more functionality to the environment
and automate several important tasks. For example, the J2ME Location API provides a means
to request and obtain GPS coordinates from the GPS hardware or cellular network, regardless
of the hardware implementation of the positioning technology. The importance of this API is
that the details about the positioning methods utilized by the API to provide the position
information are completely hidden from the application developer. (The J2ME Location API
is discussed in detail in Section 4.3.1)
Other APIs utilized in the client application are the J2ME Mobile Media API for displaying
audio, video and images, and the J2ME Wireless Messaging API for transmitting information
to the wireless cellular network utilizing the Multimedia Messaging Service (MMS) and the
Short Messaging Service (SMS). In this application, a Mobile Originating (MO) message
(messages sent from cell phone to server) originates using the MMS service with the user
position, provided by the Location API, packaged as part of the message payload. Mobile
Terminating (MT) messages (messages sent from server to cell phone) coming from the
cellular network are handled by the Proprietary Mail Handler module embedded in the phone’s
operating system, which shows the incoming message on the telephone’s screen and provides
the user with a on-board mail management tool.
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Figure 8: Client-Side Module of WI-VIA

The J2ME Main Application is the main application module running on the mobile device.
This module interfaces with all other modules on the client-side and selects inputs and outputs
from other modules as necessary. The client-side software also includes a Graphic User
Interface (GUI) so that the user can interact with the system. This GUI will vary depending on
the application at hand.
The internal design of the software of the phone divides the processing tasks between two
major threads, as shown in Figure 9. The main thread (J2ME Main Application) handles the
user interface, including forms for taking pictures and sending data for processing to the
server. Whenever one of the application programs is started, a GPS thread (J2ME GPS data
processing agent) is launched that utilizes two state machines in an attempt to provide the
greatest possible coordinate accuracy in the least amount of time. Since the input values to the
Location API (requested accuracy and timeout value) alter the behavior of the Location API,
these two values can be changed to produce the desired behavior of the application. This
optimizes the use of the GPS hardware and saves battery power based on the specific needs of
the current main application, which are functions beyond the capability of the J2ME Location
API. For example, if a tracking application is being used and the individual moves into an
area that cannot receive a GPS signal, the state machine will recognize that GPS fixes are not
being obtained and will start to query the Location API less frequently. Once the user gets
back into coverage, the state machine will resume querying the Location API at a normal pace.
Main Thread

GPS Thread

I/O Forms,
Status
Messages,
Camera Display

State
Machines
for
obtaining
location

Figure 9: General Application Diagram
of the Internal Design of the WI-VIA Software
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The state machines run by the GPS thread, illustrated in Figures 10 and 11, operate
independently by attempting to obtain the greatest degree of accuracy for the location
coordinates in the least amount of time. Figure 10, the accuracy-related state machine,
consists of three states, A1, A2, and A3, which represent the values 25, 50 and 100 meters
respectively. The code initializes the machine to begin in A3, where it remains unless a
location can be determined with a greater degree of accuracy, in which case it moves to the
state on the left in the diagram. At any given time, therefore, the GPS thread can return the
last set of coordinates with their related level of accuracy to the main thread upon request.

Figure 10: GPS State Machine Diagram (Accuracy)

Simultaneously, the Time-related state diagram, Figure 11, is keeping track of the number of
seconds required to obtain the last fix. The three states below, T1, T2, and T3 return the
respective values 32, 50 and 150 seconds. The machine begins in state T1, but if more time is
required for obtaining the location than 32 seconds, the state is set at T2, and so on.

Figure 11: GPS State Machine Diagram (Time)

When the Main Thread requests the user’s location from the GPS Thread, the value contained
within the current states of the two machines are returned along with the coordinates. Based
on these values, the application software is able to determine whether the location is valid
according to the pre-specified criteria. If the criteria are not met by the results of the GPS
Thread, alternative means of identifying the location of the phone, such as the coordinates of
the nearest cell phone tower, are used instead.
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4.1.2

Carrier Network

The end-user device communicates first with the wireless cellular network, shown in Figure
12, as the prototype applications created for this project rely on cellular telephones and service.
In this case, the Nextel cellular network was utilized because it is the only carrier that provides
user position information that is accessible and programmable by applications running on the
end-user device. These applications obtain locations directly from the J2ME Location API,
which queries the GPS chip in the user’s telephone first and the cellular network later if GPS
signals (or GPS chip) are unavailable.

Figure 12: Mobile Phone Carrier Network Module

As an alternative to device-based software, Sprint-Nextel is currently testing a Location Based
Services (LBS) API web service for both their Sprint (Code Division Multiple Access
(CDMA)) and Nextel (integrated Digital Enhanced Network (iDEN)) networks. This
alternative would allow a web application to query the LBS API and obtain the position of a
phone instead of relying on third-party software running on the handset.
There are tradeoffs between using software run on the end-user device versus software run on
a web-server. Currently, web services are available only to select commercial customers due
to the overhead the carrier incurs when providing the service. Section 4.2 includes the details
on the device and network methods used to calculate user position information, and Section
4.3 elaborates on the trade offs between the J2ME Location API and the LBS API.
The wireless cellular network also has a Public Messaging Gateway that handles the MMS and
SMS services. This gateway channels messages to and from the Internet and the user’s
telephone.
Mobile Originating (MO) messages are addressed to applicationname@youremailserver.com and are automatically translated from the MMS format to emails at the
gateway.
Mobile Terminating (MT) messages are addressed to user-telephonenumber@messaging.nextel.com and are translated from emails to the SMS or MMS format at the
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gateway. Since Mobile Terminating SMS and MMS capabilities differ according to carrier,
different results are displayed when sending messages to different public gateways (i.e.,
attachments may not be transmitted, message text may be capped at a certain amount, etc.).
For example, when sending video as an attachment to Nextel phones, the network converts a
10-second .3GP format video file into a 4-frame animated .GIF. Cellular carriers can
manipulate these messages as they wish in order to save bandwidth or storage space.
4.1.3

Internet side

The Internet network module, shown in Figure 13, is the transport network that allows users to
interact with the designed applications anywhere at anytime. This design uses two modules
that rely on access to the Internet. The first module is an Email Server to handle the delivery
of incoming and outgoing (MO and MT) messages. The second module is the Google Maps
Server to process the user’s position and display it on a geographical map viewed on a web
page.

Figure 13: Internet Network Module

For the Email server, user and cell phone application MO messages travel from the carrier
Public Messaging Gateway over the Internet and are delivered to the Email Server. MO
messages are then retrieved by a Java Mail Client API located on the server-side where they
are further processed. MT messages sent from the server via Simple Mail Transfer Protocol
(SMTP) travel over the Internet to the Email Server, which then sends them via the Internet to
the Public Messaging Gateway.
For the Google Maps Server, Google™ made publicly available Google Maps API 1.0 for
processing and displaying user locations (14). This module of the architecture allows a Web
user to interact with the cell phone user. For instance, the architecture includes necessary
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modules that not only show the location of the users on a Google map, but also allows the
selection of any user shown on the map and enables the capability to send a personalized
massage back. No other point-and-click bi-directional location-based messaging capability
was known to exist in any other multimedia messaging system. Further, the Web Page
Interface created allows for the selection of many users within a certain geographic area and
the capability to broadcast a message to all of these selected users at once.
An additional function that is available is Voice-Over-IP (VoIP) calling via Skype™, a
desktop application capable of calling regular landline and mobile telephone numbers. By
clicking on the “Call” link within a message, the cell phone’s telephone number is transferred
to the Skype application and a call is automatically initiated. The cell phone will ring as
though a normal telephone call was incoming, and the web page user can use the computer
microphone and speakers to listen and talk to the cell phone user. With the current capabilities
of Skype™, the web page user can select up to four cell phones and initial a conference call
between them. As each cell phone user answers their phone, they will be added to the
conference call. Skype™ is in the process of adding further capacity to this conference-calling
service through a partnership with a “High Speed Conferencing” application developed by
Vapps, a telecommunications company (http://www.highspeedconferencing.com/). There is a
possibility that conference calling with up to 500 people would become a reality if an API to
this service is exposed.
4.1.4

Server-Side

The server-side, seen in Figure 14, is the most complicated component of the architecture. To
satisfy the requirements of all the supported applications, several modules are included. It
follows that some applications will only use some of the modules. The architecture includes
an SQL Server 2000 Database Server used to store MO and MT messages, user and device
profiles, specialty data such as bus stops locations, bus routes, subscription lists, and a
Geographical Information System (GIS) database used for comparing user position
information to geographic maps such as those of evacuation zones. In addition, a
Transactional SQL (T-SQL) module is used to trigger and schedule the other modules when
needed. For example, it instructs the VB.NET Data Processing Agents module how and when
data needs to be stored/accessed and triggers VB.NET Specialty Algorithms Agents when their
function is requested. It also has the ability to generate automated SMTP emails when
necessary. Again, its main functionality is scheduling tasks and triggering functions within the
database server.
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Figure 14: Server-side Module

The second part of the server-side component is the communication agents. To have the
Microsoft .NET and the Java environments running simultaneously, communications modules
were replicated in this part of the architecture because certain tasks can be accomplished in a
considerably easier way in one particular environment versus the other. For example, all direct
communication between the server-side and the client (direct TCP/IP, UDP, or HTTP link) are
easily handled using the Java environment and multiple Java servlets. On the other hand,
.NET is the preferred environment to use for complex GIS processing through the ESRI
ArcObjects utilities and for web service communication via XML. .NET is also required for
complex synchronization of a SQL Server Mobile Edition database that runs on .NET
Compact Framework devices (mostly PDAs) with a SQL Server 2000 or 2005 database. As a
result, both a Microsoft’s Internet Information Services (IIS) Web Server and an Apache
Tomcat Web Server are necessary. In addition, modules to handle the data in each
environment for Microsoft and Java-based data processing and specialty algorithms modules
are included. The Data Processing Agents (DPA) handle how data are stored and accessed in
the appropriate databases while the Specialty Algorithms Agents (SAA) run algorithms that
work on the data supplied by the processing agent and return a response. For example, the
DPA provides the SAA with the user position from the database, and the SAA utilizes these
data along with the GIS map data, also obtained by the DPA, to find the evacuation zone in
which the user is currently located. The determined evacuation zone is then passed back to the
DPA, which then stores this new data in the database and schedules it for delivery back to the
user. Finally, the Java Mail Client retrieves the MO messages from the Mail Server and parses
them so the message and the position information of where the message originated from can be
stored in the database.
4.1.5

Architecture Implementation Examples

Using the architecture defined above, various applications utilizing two-way location-based
multimedia messaging can be implemented. An example of how the architecture is utilized for
the two applications developed for this project, the WI-VIA Safety and Security System and
the EZ-Finder are discussed below.
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The flow of execution in the WI-VIA system when the cell phone user submits a message is
shown in Figure 15. The cell phone user runs a custom application on the cell phone, which
captures either a picture or video. The application then packages the picture or video together
with the GPS data for the phone’s current location into a Multimedia Messaging Service
(MMS) message, which is addressed to the email address assigned to the server. The carrier
network translates this MMS message into an email and delivers it to the mail server handling
the email for the destination email address. A custom application then uses the JavaMail API
to retrieve the email from the mail server, parses it into the message, picture or video, and GPS
data, and stores this information in a database. If the message contains a video, custom
software using the Java Media Framework (JMF) and Ffmpeg Objects (FOBS) breaks it down
into frames, extracts one frame per second of video, and then compiles the extracted frames
into an animated GIF image. This animated GIF is then used as a thumbnail image for the
video in the sidebar of the webpage. When the web page is viewed, this information is then
pulled from the database, processed by a JavaScript application, and displayed in the form of
markers on a Google Map. When a marker is clicked, the message contents along with the
picture or video are displayed to the user.
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Figure 15: Example of Data Flow - Cell phone submits a multimedia message.

To send a message back to the cell phone from the web page, another aspect of the architecture
is utilized, as shown in Figure 16. When the user selected a map area on the web page, a
JavaScript application uses information gathered from the WI-VIA database to determine
which messages originated within the area circled on the map. Once it is determined which
phones are within this area, the software sends a message to each phone by sending the
message,
addressed
to
the
cell
phone’s
public
email
account
(i.e.
phone_number@carrier.com), to a Simple Mail Transfer Protocol (SMTP) mail server. The
SMTP server will then send an email to the cell phone’s address, which will travel through the
Internet until it reaches the carrier’s network. At the carrier’s network, the message will be
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translated into an MMS message and relayed to the cell phone. The message will then appear
in the cell phone’s Inbox for new messages.

Figure 16: Example of Data Flow - Web page user sends messages to cell phones.

For automated applications such as the Hurricane Evacuation Zone finder, a slightly more
complex process takes place, as shown in Figure 17. The user runs a custom application on
their mobile phone, which determines the current GPS location of the phone and sends this via
a MMS message to the mail server, where it is processed and parsed by another application
into the message and location data components. This information is then stored in a database.
A VisualBasic.NET application-using ArcObjects sees that a new message has arrived and
beings to process it. It compares the location of the mobile phone against stored GIS map files
of the Evacuation Zones in Hillsborough County and then stores the appropriate Evacuation
Zone letter in the same record in the database. A T-SQL script then runs and gathers any
evacuation zone information that has not yet been sent to the mobile phone. The script then
packages this information into a message and sends it to the SMTP mail server where it is then
forwarded to the cell phone, where the mobile phone user will see it as an incoming message
in their Inbox.
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Figure 17: Example of Data Flow - Cell phone requests an automated mapping
application such as the EZ-Finder

4.2

Positioning Schemes

Position-based applications rely on the availability of end-user position information.
Currently, this information can be derived using three types of position determination
techniques: end-user device-based methods, cellular network-based methods, or hybrid
methods. In device-based methods, the end-user device performs the necessary measurements
and position calculations. Network-based methods determine the user position inside the
network, which is either stored in the network some place or sent to the end-user device.
There are also hybrid methods in which end-user devices perform measurements and send the
information to the network, where the position calculations take place or vice versa. In the
former case, the method is called device-assisted network-based positioning, and, in the latter
case, it is called network-assisted device-based positioning. These hybrid methods are
sometimes used to improve the Time-To-First-Fix (TTFF) and the accuracy of the position
estimation.
Since these methods can be implemented in different ways, the FCC E911, in its Phase 2
mandate, has left the implementation of the positioning system technology up to each carrier
and has only specified accuracy requirements. In the case of network-based (device-based)
solutions, 67 percent of the calls must be within 100 (50) meters, and 95 percent within 300
(150) meters (15).
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4.2.1

Device-Based Positioning Methods

This positioning method relies on the GPS satellite system and utilizes hardware and software
that resides in the end-user device. Many cell phones and some PDAs are equipped with low
cost and low power GPS receivers that are used to receive the signals from the satellites. The
GPS system is a constellation of 24 satellites in the Medium Earth Orbit (MEO) that allows
end-user devices to calculate their position using the Time of Arrival (TOA) method and
applying circular lateration in combination with timing measurements. The constellation
consists of six orbits spaced 60 degrees apart from each other with four satellites per orbit that
guarantees that a GPS receiver is under the coverage of at least four satellites at any given
point in the Earth’s surface.
The main advantage of GPS is that very high-accuracy location data can be obtained, within 35 meters in ideal scenarios. This extreme level of accuracy allows for the development of realtime applications that interact with the users based on their current position, such as vehicle
navigation software. However, several disadvantages also exist. First, since the GPS
transmissions from the satellites are very weak, the device must have a clear view of the sky to
receive the transmissions used to calculate its position. This means that pure GPS positioning
solutions do not work indoors or in situations where radio signals may be interrupted, such as
during severe weather or in “urban canyons” (areas surrounded by many tall buildings).
GPS devices can also take a significant amount of Time-To-First-Fix (TTFF) (up to 2 minutes
or more) when the GPS hardware is first turned on. This scenario, referred to as a “cold-start,”
results from the GPS hardware having to scan many radio channels to figure out what satellites
may be in view. Subsequent fixes, referred to “warm” or “hot” starts, depending on the idle
period, can be obtained at a faster rate up to approximately every 2 seconds.
4.2.2

Network-Based Methods

There are many network-based positioning mechanisms are available in wireless cellular
networks. In the United States, these mechanisms have been introduced mainly because of the
E911 mandate that requires carriers to provide positioning information for emergency calls.
The FCC executed the E911 mandate in stages, requiring the end device position to be
determined within a “cell” (the area of cellular network coverage) by 1998, and more accurate
position information by the end of 2005. The Cell ID positioning method, which simply
returns the position of the center of the cell with which the device is currently communicating,
varies in accuracy based on the size of the cell (anywhere from 100m in urban areas with highdensity cellular coverage to 20,000m in rural areas with sparse coverage).
To meet the more stringent requirements of E911 Phase 2, more advanced mechanisms have
been developed, such as the Enhanced Observed Time Difference (E-OTD), Time Difference
of Arrival (TDOA), and Uplink Time Difference of Arrival (U-TDOA). To calculate the
user’s position, most of these mechanisms utilize the Hyperbolic Lateration mechanism, which
is similar to the well-known circular lateration mechanism. In these mechanisms, cellular base
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stations are utilized as fixed position references similar to the satellites utilized in the GPS
system. In other methods, positioning calculations are performed by the network after
collecting enough information from the end-user device and close base stations. A helpful
overview of positioning systems for wireless cellular networks and location-based services can
be found in “Dispatch Monthly Magazine” and “FCC E911 – Wireless Services,” (16) and
(17).
Network-based techniques have the advantage of using cellular signals in order to determine
position information, which eliminates the “clear view of the sky” restrictions that applies to
GPS. Therefore, network-based methods are able to determine the position of a device
wherever it can receive cellular signals, including indoors and within urban canyons.
However, network-based solutions are not able to supply the extreme levels of accuracy
associated with GPS. These solutions can accurately supply data up to approximately 50
meters, which limits their use for certain positioning applications. So far, the U-TDOA
method is perceived as the best option to meet E911 accuracy requirements; however, this may
vary in the future.
4.2.3

Hybrid Positioning Methods

In an attempt to combine the advantages of both device and network-based solutions, some
“hybrid” positioning technologies such as Assisted GPS (A-GPS) have been developed. AGPS uses standard GPS signals in coordination with network-based techniques, such as
Advanced Forward Link Tri-lateration (AFLT), to obtain highly accurate positioning
information, averting limitations of pure GPS. For example, the Time-to-First-Fix can be
significantly reduced if the GPS device is supplied with an estimate of where it may be located
and which satellites are in view. The cellular network can provide the location of the cellular
device, allowing it to focus on fewer satellite radio channels in view. This hybrid method also
provides a network-positioning backup for scenarios where GPS may be not available. For
example, Nextel phones utilize an A-GPS method to obtain positioning information for third
party software running on the handset. If the GPS hardware cannot obtain an accurate fix
within a given timeout period, then the J2ME Location API provides the known location of a
nearby cellular tower (Cell ID) along with a message stating that a highly accurate GPS fix
was not obtained. Even though the Cell ID position accuracy can vary depending on the size
of the nearby cell, some location data will be reported back to the application (18). Table 4
includes a summary of all these positioning methods and the US carriers utilizing them.
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Table 4: Summary of Available Positioning Methods
Location Technologies for Cellular Phones
Technology

Type

Accuracy

Carrier

Cell ID

Network

None

Cell ID + Timing Advance (TA)

Network

Enhanced Forward Link Triangulation (EFLT)
Angle of Arrival (AOA)
Advanced Forward Link Trilateration (AFLT)

Network
Network
Network

100m-3km (Depends
on the size of the cell)
Band size configurable.
Default is 500m
250-350m
100-200m
50-200m

None
None
None
Sprint and Verizon

Enhanced Observed Time Difference (EOTD)
Device
50-200m
None
Uplink Time Difference of Arrival (U-TDOA)
Network
40-60m
T-Mobile, Cingular, AT&T
Assisted Global Positioning System (A-GPS)
Hybrid
5-30m
Nextel, Alltel, Sprint, and Verizon
Source: Federal Communication Commission Official Website link to 911 services
http://www.fcc.gov/911/enhanced/

4.3

Software Developer Methods to Obtain Position Data

While different technologies are used to calculate the user’s position, software developers
should not be subject to differentiating one type of technology from another. Luckily, the
J2ME Location API hides much of the implementation details from the developer and allows
them to focus on creating position-aware applications for end-user devices. However, it does
help to have a basic understanding of how the API interacts with the network in order to make
the application react properly to the output of the API. This section discusses the J2ME
Location API for cell phones as well as the more recently developed Location-Based Services
API (LBS API) that can be used to obtain a cell phone’s position from a web application.
4.3.1

J2ME Location API

To obtain GPS data from software running on the phone, the developer needs to simply call a
function in the “Location API” defined by Java Specification Request (JSR) 179 (19). The
“Location API” handles the low-level interface with the end-system device hardware and
returns the requested GPS data to the application regardless of the type of technology or
method of implementation that actually calculates the user’s position.
Although the Location API greatly contributes to the transportability of an application from
one phone or carrier to another, the API is not applicable in all cases. For example, prior to the
release of Model i860 cell phone, Motorola allowed the use of only the Motorola OEM
Location API with their phones. However, newer phones (i860, i870, etc.) now support both
the Motorola and the J2ME Location APIs. This causes some confusion when developers are
referring to general concepts and examples, because there are some significant differences in
the implementation of either API in location-enabled software.
While trade-offs are not discussed in this report, the one property that merits mention is the
transportability of the code. In theory, the code using the J2ME Location API should be
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transportable to other phones and carriers, while the code using the Motorola OEM Location
API is limited to only Nextel Motorola handsets. Although Nextel is currently the only carrier
to allow third party developers access to programmable positioning functions on handsets,
more carriers will provide similar access as their position systems mature.
Nextel phones utilize an A-GPS method, so there are data supplied by both the handset and
network when obtaining position information. When the developer places the function call to
the J2ME Location API, they must define a criterion for the desired accuracy of the GPS fix as
well as a timeout value of how long the function should search for a fix before it returns.
Assuming that this is a request for a first fix (a cold start), the phone will try to obtain and
utilize network information (the position of a nearby cell tower) that can lessen the TTFF. If
the GPS hardware cannot obtain a fix that meets the provided accuracy criteria within a given
timeout period, then the J2ME Location API will provide the known location of a nearby
cellular tower to the application along with a note that a high accuracy GPS fix was not
attainable. If a GPS fix can be obtained, it will be returned to the user along with other
information including the estimated accuracy of the GPS fix based on the available signal and
the number of available satellites. Subsequent “hot” fixes will not contact the network to
obtain cell information since the GPS position of the phone is already known and should return
new fixes rapidly unless there is a problem with the GPS signal. If the application does not
query the J2ME Location API for an extended amount of time, the GPS hardware will have to
begin from the “cold start” state again.
Developing software that reacts properly to each of these scenarios while adjusting the criteria
for accuracy and timeout values accordingly before the next GPS fix is requested will greatly
enhance the execution and performance of a location-enabled application. In the detailed
architecture diagram shown in Figure 10, the J2ME GPS data processing agent performs these
tasks to optimize efficiency and performance of the interaction between the J2ME Main
Application and the J2ME Location API, thus increasing the performance of the application as
a whole. The J2ME GPS data processing agent can also be optimized to react to different
scenarios based on the performance of the system hidden behind the J2ME Location API. For
example, the J2ME GPS data processing agent can adjust the accuracy and timeout values for
one implementation on a carrier that utilizes a network-based positioning solution, or it can
adjust to a device-based positioning method utilized by a different carrier.
4.3.2

Sprint-Nextel’s LBS API for Web Applications

As an alternative to device-based, network-based, and hybrid methods to obtain location
information, a positioning system API for both the Sprint’s (CDMA) and Nextel’s (iDEN)
networks has been developed by Sprint-Nextel and is currently being tested with select
commercial customers. The Location-Based Service (LBS) API is a web service that can be
queried by a web application server for a specific phone location without having to install any
third party software on the cell phone. A LBS API simply aggregates position information for
many cell phones that are connected to the network and makes data available to external web
applications. A LBS API draws from a repository referred to as LBS Database (Figure 14)
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that contains position information obtained by whatever location method is utilized. In the
case of device-based positioning methods, the position information in the LBS Database is
calculated by each phone and then silently passed to the repository by proprietary
communication methods. Then, the information is made available to web applications.
In the case of carriers utilizing pure network-based positioning methods, the J2ME Location
API software on the phone draws position information from the carrier network repository that
contains location data calculated by the network and then makes it available to the application
running on the cell phone. When queried by a web application, the LBS API will immediately
return the position of the phone in an Extensible Markup Language (XML) format to the web
server that initiated the request if the LBS Database has current knowledge of the requested
phone’s position. If the phone’s position is unknown, the LBS API will attempt to obtain and
return the phone’s position within a specified accuracy and timeout period. The web
application must have the proper permissions from both the carrier and the end-user to access
the phone’s location over the Internet.
Utilizing the LBS API via HTTP communication (web applications) to obtain the position of a
phone has advantages and disadvantages over client-side applications utilizing the J2ME
Location API. The most obvious advantage is that no software must be configured,
distributed, installed, and maintained on many different types of end-user devices. In addition,
the LBS API application is simpler to design because it does not have the restrictions of a
small profile device and does not have to anticipate and handle frequent interruptions in
execution caused by events, such as incoming or outgoing phone calls.
However, because the LBS API is a web service controlled by the carrier, certain restrictions
can be placed on the number and frequency of requests made by a web application for a
specific phone’s location. For example, Sprint-Nextel has placed restrictions on the LBS API
that limits the frequency of requests to once every 10 minutes per phone and the total number
of requests to 72 per phone per day. Therefore, once a position of the phone is initially
returned, there will be a 10-minute lag to return the new position. Additionally, the LBS API
will prompt the phone for its GPS position data only twice before returning a Cell ID position
to the web application.
Third party software using the J2ME Location API on the cell phone is not subject to these
restrictions. It can query the phone every 2 seconds and is able to have an unlimited number
of requests. The developer can also specify that the code continue to query the cell phone until
a GPS fix is returned. Because of these differences, the developer must consider the nature of
the application being developed before choosing cell phone software or LBS API
development. For high-accuracy tracking applications that require position information every
few seconds (such as real-time vehicle navigation software), the J2ME Location API with
client-side software must be utilized. However, for some location-enabled messages services
that occasionally need to obtain a phone position in a single request, a web application
utilizing the LBS API may be preferable if appropriate access can be granted by the carrier and
the individual being tracked.
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For this project, the J2ME Location API was determined to be the appropriate choice.
Currently, web services are available only to select commercial customers due to the overhead
the carrier incurs when providing the service. Additionally, each user being monitored would
have to give permission and have their accounts altered internally by Nextel, which would not
be feasible in an emergency. The J2ME Location API is not subject to these same restrictions,
as the user would simply have to download and run the application. Therefore, while the LBS
API could easily be integrated into the architecture in the future, the J2ME Location API was
chosen as the primary location data mechanism for the architecture.
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5.

The Prototypes

5.1

The Wireless Safety Security System (WI-VIA)

The focus of implementation using the location-based multimedia messaging architecture for
this project was the WI-VIA next-generation software-based dispatch center (Figures 18 and
19). Using WI-VIA, mobile telephone users become additional sets of “eyes and ears” for law
enforcement, emergency dispatchers, and first responders as these civilians can report
incidents by sending text messages, pictures, and/or video clips to officials in real-time. These
messages are then plotted on a map to show their current location and made viewable on a
webpage, accessible from any laptop or PC with Internet access.
Sample applications for the WI-VIA system include the reporting of suspicious incidents by
Neighborhood Watch groups, citizen responses to Amber Alerts (missing child alerts),
reporting of traffic incidents, terrorist attacks, and virtually any other public emergency. Since
the position of the reporting individual’s cell phone is known to the dispatcher, the emergency
official can immediately see where the user is located in relation to nearby streets and
landmarks and dispatch the appropriate units based on the location, scale, and urgency of the
situation. Additionally, if more users report a suspicious person as he or she moves, the
central station’s agent will be able to track the offender’s path in real-time by instantly viewing
the pictures or video plotted on the map in the web page as they are being remotely submitted.
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Figure 18: The WI-VIA Safety and Security System – A dispatcher can view
incoming pictures and videos from cell phones on a web page and communicate back
in real-time
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Figure 19: The WI-VIA Safety and Security System – Dispatcher View 2

Access to the WI-VIA webpage is restricted to only those with an authorized username and
password, as show in Figure 20. All new users that sign up for access must first be authorized
by the appropriate party.
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Figure 20: WI-VIA Web interface – The website is secured with username and
password access protection

Figure 21 shows a screen shot of the WI-VIA Web interface in the control terminal or
“dispatch station” view. Since no special hardware or software is required to view the main
dispatch web page, WI-VIA offers a flexible and portable solution in case of emergencies or
natural disasters where physical access to a normal centralized dispatch center could be
restricted. Any method of data communication that allows access to the Internet from a PC or
laptop can be utilized to view the web page, including wired connections such as dial-up, DSL,
or cable modems or wireless connections such as Wi-Fi, cellular data service provided by a
cell phone carrier, Wi-MAX, or a satellite modem. This flexibility and reliance on standard
communication methods ensures that if any method of data communication is possible, the
WI-VIA system remains accessible and the continuity of emergency operations remains intact.
Another advantage of hosting the WI-VIA system through a web page is the redundancy and
scalability of the system. The WI-VIA web server could be co-hosted in several locations
across the country, guaranteeing that a backup stays operational even if a large amount of local
infrastructure is destroyed. As network traffic increases, additional computing resources can
be added to handle this increased load. Additionally, since a web page can be accessed by
many simultaneous users, a large amount of people can view the same information first-hand
from around the community, state, or nation, ensuring that all emergency officials get a firsthand view of the current situation.
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Figure 21: WI-VIA Web Interface – Viewing picture and video submissions (red
markers) from mobile phones allows easy reference to nearby streets and locations.

WI-VIA also allows each viewer independent use of the system so each individual could
simultaneously focus on different map areas and control what messages and locations are
currently being viewed on their local Internet browser window. A single dispatcher could also
open multiple sessions through several Internet browser windows and monitor several different
locations simultaneously.
All of these possibilities ensure that WI-VIA remains a flexible and operational solution in the
face of many emergency management problems. A description of the WI-VIA system from a
user’s perspective follows and a technical summary of the system architecture is discussed in
earlier sections of this report.
The WI-VIA map shown on the webpage utilizes the easy-to-use Google® Map interface
(Figure 21). The dispatcher can easily change current view of the map by clicking and
dragging the map in any direction or by clicking on the four directional arrows in the upper
left-hand corner of the map. Double-clicking on a point on the map will automatically center
the map on that location. Zooming in or out is performed by clicking on the plus (+) or minus
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(-) buttons just below the four directional arrows. This feature allows the dispatcher to easily
zoom in see a very fine resolution of distance (down to a matter of feet), or they can instantly
zoom out to view conditions on a statewide, national, or even international scale (Figure 22).

Figure 22: WI-VIA Web Interface – State-wide view of incidents.

The map interface scales appropriately and shows information only relevant to the current
zoom level. For example, in the close-up view of the University of South Florida (USF)
campus in Figure 21, the map shows the local street names as well as local landmarks such as
“University Community Hospital,” the “Sun Dome,” and “Shriners Children Hospital.”
However, in the view of the state of Florida in Figure 22, only city names and major highways
are shown. This feature allows the dispatcher to focus on the location information that is
relevant to their current view, while the markers remain placed in the correct location and
clickable at all zoom levels.
The dispatcher can select one of three modes to control what kind of mapping data is shown:
“Map,” “Satellite,” and “Hybrid.” The normal Map mode is shown in Figures 21 and 22 and
displays a traditional street map. This mode is useful for quickly identifying nearby streets by
name. Satellite mode replaces the street map with photographic images taken from satellites.
Hybrid mode, shown in Figures 23 and 24, overlays street map information on top of the
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satellite imagery (Satellite mode appears identical to Figures 21 and 22 except for the street
lines and names are removed). Satellite imagery allows the dispatcher to recognize quickly a
location in reference to commonly known buildings and visual landmarks, such as the port
shown in Figure 23 or the airport shown in Figure 24.

Figure 23: WI-VIA Web Interface – Satellite imagery shows buildings and visual
landmarks, such as the Port of Tampa.

FTA-FL-26-7102-01

58

Figure 24: WI-VIA Web Interface – Satellite imagery shows incident photo in relation
to the Tallahassee Airport.
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Figure 25: WI-VIA Web Interface – Clicking on the red marker allows the text,
picture, or video for that message to be viewed.

On the right hand side of the website is a list of messages sorted by time, with the most recent
submissions at the top of the list. Each item in the list shows a small version of the picture or
video, called a thumbnail, next to the date and time that the message was submitted.
By clicking on the red marker on the map or on the item in the list, the dispatcher can view
detailed information about that particular message. When a message is clicked, the map
centers on that message and an information window, shown in Figure 25, is opened. This
window displays a unique message ID for this message, the phone number of the person that
submitted the message, the time and date it was submitted, and the type of information used to
obtain the user’s location. The “GPS Method” can be either “Satellite Fix” or “Cell ID,”
whose meaning are discussed below. The information displayed also includes the approximate
direction the individual was facing when they submitted the message (represented by the black
and white directional arrow).
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The webpage displays text, picture, and video attached to messages in slightly different ways.
Text messages from the cell phone user appear in the information window just below the “GPS
Fix” field. If the message contains a picture, a large thumbnail of the picture appears in the top
part of the information window. If the user clicks on the image thumbnail, it will be opened in
a new window in its full size and resolution, as seen in Figure 26. The dispatcher can then
examine the photo carefully and see details that may not be at first evident when viewing the
smaller thumbnail.

Figure 26: WI-VIA Web Interface – Expanded photo view shows a full-resolution
image taken by the camera.

If the message contains a video clip, a QuickTime® video player plug-in is launched, as
depicted in Figure 27, when the dispatcher clicks on the marker or the item in the list. A video
message can also contain audio, which is played to the user in sync with the video.
The “estimated accuracy” of the location information that was determined for the cell phone is
represented by the pink circle surrounding the marker, as shown in Figures 27 and 28, and it is
shown when a message is clicked if the “GPS Method” for obtaining the phone’s location was
a “Satellite Fix.” This means that based on the system’s determination, the real geographic
location of the cell phone that sent this message should be fall somewhere within this circle of
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error. This circle’s radius usually varies from 3-20 meters and has generally be found to be a
conservative estimate of accuracy for GPS location data from a satellite fix, and in the research
team’s experience the location of the marker has accurately represented the location of the cell
phone within 3-5 meters on a regular basis.
If a GPS satellite signal cannot be obtained (i.e., the cell phone user in indoors), the “GPS
Method” will be listed as “Cell ID” (This is presuming the use of Nextel’s cellular network,
although other networks may be able to provide other more accurate location data without
using GPS). “Cell ID” means that this marker represents the location of the cell phone tower
with which the cell phone is communicating. Since the location of the tower is known, no
“estimated accuracy” information is given and no circle is drawn on the map. Cell phone
towers have varying areas of coverage depending on their location, although in urban areas the
location of the cell phone could be as close to 100 meters of the reported location of the nearby
cell phone tower. More technical information on how the estimated accuracy value is
obtained, opportunities for user updates to messages and different location-determination
technologies can be found earlier in this report.

Figure 27: WI-VIA Web Interface – Video Messages, when clicked, are played in a
pop-up QuickTime® video player plug-in.
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Once the dispatcher views a particular message, they have many options of what they can do
to respond to that message. Three links appear at the bottom of the information window for
each message: “Email,” “Call,” and “Forward.” By clicking “Email,” the dispatcher can send
a written message back to the cell phone, complete with multimedia attachments (Figure 28).
This feature could be used to give recorded audio instructions to the person or send them a
photo of a missing child or suspect.

Figure 28: WI-VIA Web Interface – By clicking the “Email” link, the dispatcher can
send a message, complete with multimedia attachment, back to the cell phone user.

If the dispatcher wants to instantly talk to the cell phone user, they can click on the “Call” link.
Using Skype™ Voice-Over-IP (VoIP) technology, the dispatcher will instantly be connected
to the cell phone user and the cell phone will begin ringing as if it is receiving a normal
telephone call (Figure 29). The dispatcher can use a headset or simply the computer
microphone and speakers to carry on the conversation with the cell phone user. This
convenient feature allows the dispatcher to call instantly any local, long distance, or
international number by just a click of the mouse with only an Internet connection required at
the dispatch station PC or laptop. Rates for calling cell phones or landlines through SkypeOut
are extremely low (current rates average around $0.023 per minute and are available at
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http://www.skype.com/products/skypeout/rates/), which keeps the WI-VIA solution
affordable. Skype™ can be downloaded free at www.skype.com and must be installed on the
dispatcher’s computer in order to use this feature.

Figure 29: WI-VIA Web Interface – Clicking on the “Call” link initiates phone call
from the dispatch Computer (or laptop) over an Internet connection by utilizing the
Skype™ voice-over-IP phone service.

If the dispatcher wants to forward an important picture or video to other individuals, they can
click on the “Forward” link. This feature opens a window similar to the “Email” link, except
that the dispatcher can type in email addresses to which they want to forward the message
information. Multiple addresses must be separated by a semicolon. The body of the email
also includes a link back to the WI-VIA website that, when clicked, will open the message in
question so the recipient can see the exact location of the message. The person receiving the
email must have an authorized account to access the webpage.
If the dispatcher wants to communicate with more than one individual simultaneously, there
are additional functionalities accessible from the toolbar located at the top of the page to
facilitate these actions. To send a message to many cell phones located in a certain geographic
area, the dispatcher may click the “Email” icon (2nd from the left). They are then prompted to
draw a circle on the map where their broadcast will be directed and to fill out a message form
where multimedia files can be attached if desired (Figure 30). This “reverse 911” feature
could be used to direct individuals in a certain area to move away from dangerous conditions
such as a chemical spill, or to direct drivers away from a traffic incident. Another possible use
could be to distribute photos of a suspect or missing child to the public in the area where the
person was last seen.
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Figure 30: WI-VIA Web Interface – Multimedia messages can be sent to cell phones
in specific geographic areas by drawing a circle on the dispatch map

WI-VIA also provides the dispatcher with a unique capability of creating a conference call
with up to 4 cell phones simultaneously using the Skype™ VoIP technology. By clicking on
the “Conference Call” icon (far right), the dispatcher can view a list of numbers to conference
call (Figure 31). They can then click on the phone number shown in the information window
for specific messages to add those phone numbers to the list. After the dispatcher has chosen
the phone numbers they wish to call, they can click on the “Submit” button to dial
automatically each of those numbers using Skype™. Each cell phone will ring as if a normal
call is coming in, and if the user picks up their phone they will be added to the conference call.
The cost for this service is the same as the standard SkypeOut service detailed above.
Skype™ is in the process of adding further capacity to this conference-calling service through
a partnership with a “High Speed Conferencing” application developed by Vapps, a
telecommunications company (http://www.highspeedconferencing.com/).
There is a
possibility that conference calling with up to 500 people would become a reality if an API to
this service is exposed.
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Figure 31: WI-VIA Web Interface – Conference calls are possible with up to four cell
phones using the Skype™ voice-over-IP service.

Other management tasks are possible using other buttons on the top toolbar. By clicking on
the “Search” icon (far left), the dispatcher is displayed a series of search boxes that allow them
to filter what messages are shown on the webpage. The dispatcher can choose to display
messages only between a specific start and end date and time, from a specific phone number,
or only a specific message ID on the map.
The second icon, the “Manage Real-Time Tracking” button shows a control panel that allows
the dispatcher to turn on or off the ability to monitor messages as they are being submitted in
real-time. This feature is useful if the dispatcher wants to review only archived messages in a
certain window and wants real-time submissions to appear in a separate WI-VIA web page
window.
The third icon, the “Zoom To” button, allows the dispatcher to center the map on any address.
This feature could be useful if the dispatcher wants to switch back and forth quickly between
different areas of interest without having to click and drag the map or zoom in and out
repeatedly.
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Software was also developed to run on the cell phone. When started by the cell phone user, an
opening screen, shown in Figure 32 (a), is displayed to the user allowing them to select
between capturing a picture or video. If the user chooses the “Pics” option, they will then be
shown a view of the camera inside the display screen of the phone (Figure 32 (b)). When the
user is ready to take a picture, they will click on the “Capture” button. The phone will then
capture the picture and automatically send it to the WI-VIA server (Figure 32 (d)) where it is
processed and stored for display on the WI-VIA webpage. After the transfer is complete, the
phone displays the main screen again and is ready to capture another image.

(a)

(b)

(c)

(d)

Figure 32: WI-VIA Cell Phone Application - Pictures or video are recorded and then
automatically transferred to a server to be displayed on the web page.
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If the user chooses “Video” from the main menu, they will be transferred to the screen in
Figure 32 (c). Clicking the record button will record a short video clip with audio (up to 10
seconds) and then will notify the user that the video was captured. The user must then click on
a “Send” button to transfer this video to the server, which will again display the screen in 32
(d). From the main menu, the user also has an option to send a “GPS Update” to the last
message that was sent. This feature is meant to be used if the cell phone was not able to
acquire a high accuracy GPS satellite fix during the time that the first image was captured and
transferred. Once the cell phone has had more time to acquire this kind of fix, the user can
then transfer this updated information to the server where it will be displayed on the map.

5.2

The Evacuation Zone Finder (EZ-Finder)

The EZ-Finder is an application that allows cell phone users to discover their evacuation zone
in case of emergency hurricane and flooding evacuations. Given the number of hurricanes that
have hit the U.S. in the past two years, this application provides useful and timely information
to individuals in case of emergency or for prevention purposes.
Often emergency call centers are overwhelmed by simple questions such as “What evacuation
zone am I in?” and “Is my evacuation zone currently under a mandatory evacuation?” These
questions could easily be automated using GPS-enabled cell phone technology, which would
alleviate some of the unnecessary calls from emergency centers and let them focus on true
emergencies that require human interaction. An application was developed that provides the
user with their evacuation zone information by simply running the program on their cell
phone. The application obtains the GPS coordinates directly from any Nextel’s GPS-enable
telephone and transfers this information to the server. Once the user’s position is known to the
server, it compares the user’s position to the GIS database where the evacuation zones are
stored. The server then assembles and sends a text message back to the user with information
about their evacuation zone and whether they are under a mandatory evacuation. Figure 33
illustrates the concept behind the EZ-Finder and shows an example of the GIS map that
contains the evacuation zones in Hillsborough County, Florida.
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User runs phone
application, then receives
text message back:
“Evacuation Zone = B. Evacuate
when sustained winds = 96+mph,
Tide = 13+ft, or when advised.
You are currently NOT under a
mandatory evacuation.”

Figure 33: The Evacuation Zone Finder Concept and Hillsborough County
Evacuation Zone GIS Map.

The user’s view of the application running on their cell phone is shown in Figure 34 (a). Once
the user starts the application they will be prompted to move outdoors so a GPS fix can be
obtained. This could take approximately 20 seconds to 2 minutes. Once the cell phone is able
to obtain the user’s location, automatically transfers this information to the server, and shows
the screen shown in Figure 34 (b). The user may exit the application at this time, and they
should receive a text message delivered to the cell phone shortly with their evacuation zone
info.
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(a)

(b)

Figure 34: The Evacuation Zone Finder
Application for Cell Phones
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6.
6.1

Findings, Conclusions, and Recommendations
System Highlights

Advances in wireless telecommunications technology and the addition of locationdetermination capabilities to mobile phones allow the creation of many two-way, multimedia,
location-based, scalable, and personalized applications. The architecture described in this
report seamlessly connects the various standardized components and Application Programmer
Interfaces (APIs) together to support these novel real-time services, as demonstrated by the
implementation of the WI-VIA and EZ-Finder prototypes. The use of commercial off-theshelf (COTS) hardware and software components keeps the implementation and operation of
such a system at an extremely low cost compared to the cost of creating and maintaining an
entirely proprietary solution. The existing private infrastructure of mobile phone networks and
privately owned mobile phones provide a method of reaching the public without a need for
purchasing additional equipment or maintaining an IT department to support the network.
Additionally, freely available APIs such as the GoogleMaps® and Location APIs prevent the
developer from having to recreate low-level components and allow them to focus on high-level
problems such as creating the architecture presented in this report.
The issues of scalability, compatibility, and interoperability are central to the design of this
architecture. When possible, standardized components were used in order to provide flexible
solutions that were not restricted to a single vendor. The asynchronous messaging components
utilize the Simple Mail Transfer Protocol (SMTP), Internet Message Access Protocol (IMAP),
and the Multipurpose Internet Mail Extensions (MIME) standards that are used in the daily
exchange of millions of emails around the world. These open standards have been
implemented using a variety of open source and proprietary email servers and clients, and are
scalable in size and load from small businesses with a few dozen staff members to
international corporations with thousands of employees. The Internet, which utilizes the
TCP/IP and HTTP protocols, is used as a transport network, which carries similar messages to
thousands of computers around the world. When creating software for the mobile phone, the
Java 2 Microedition (J2ME) platform, which is the currently the most popular software
platform for mobile phones due to its transportability to different phone manufacturers and
carriers, along with various APIs was utilized. This includes the Mobile Media API, Location
API, and Wireless Messaging API. The use of these APIs assures that the software created for
this architecture will work with any mobile phone or carrier that supports the standard, instead
of being limited to a single vendor. The database used to store information, SQL Server 2000,
supports standard SQL database queries that can be executed by any client. XML, a generalpurpose data formatting language, is used when generating data to be displayed on the map on
the web page. Each of these components is also designed in a modular fashion in order to
allow the creation of application-specific functions without needing to redesign the entire
system.
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This architecture supports two-way multimedia communication that can be based on personal
profiles, including the individual’s real-time location. This feature allows unique services that
have not been previously possible, including the automatic submission of pictures and video
captured by mobile phones that are automatically plotted on a webpage map for anyone with a
web browser to see. Additionally, the webpage user can then send information back to the
mobile phones based on the location from where the picture or video originated. This mass
messaging has the potential to be specifically targeted at certain geographic areas, or the
person can use the Skype® Voice-Over-IP calling service to initial a phone call by clicking on
up to four mobile phone numbers on the map. The common platform of the web browser can
be used to share real-time information between groups in distributed locations, as anyone with
a PC or laptop with an internet connection can log into the page. Massive information
gathering and dissemination tasks can be easily accomplished through this architecture, as
demonstrated by the WI-VIA and EZ-Finder applications. This information is also sent using
the Internet and mobile phone data channels, which are not as susceptible to overcrowding as
traditional phone line networks. Therefore, the communication ability of this system is not as
likely to be affected by disasters of national significance and frees voice lines in emergencies
for first responders and other officials. In situations of mass residential power failures, as is
often the situation in the aftermath of hurricanes, mobile phones can be powered by hand or
car chargers. In such a situation much of the public may not have access to television or even
radio, but could receive updates via a mobile phone.

6.2

Challenges and Lessons Learned

There were many challenges associated with the design and construction of this architecture.
A discussion of certain issues follows:
•

A Heterogeneous System with many programming languages

Since Java is a platform-independent programming language, it was used whenever
possible to facilitate the ease of communication between system modules. However, due
to the specialization of certain components, other programming languages had to be
introduced. At the time of system implementation, Environmental Systems Research
Institute’s (ESRI) ArcObjects programming API only supported software development
using Microsoft’s .NET platform. Hence, for sophisticated GIS programming certain
modules had to be constructed using either C# or VisualBasic.NET. For data processing
that was tightly integrated to the server database, the Transact SQL (T-SQL) scripting
language was used within the SQL Server 2000 database management system since it
provides functionality that can be triggered by database table operations (i.e. INSERT,
DELETE statements). For the map interface on the webpage, the GoogleMaps® API must
be accessed using JavaScript. This mix of programming languages and environments
requires both careful planning and expertise spanning several areas of software engineering
and IT management in order to properly configure and deploy this architecture.
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•

Designing software to handle dynamic GPS environments encountered by mobile
phones

GPS is limited by certain environmental obstacles and will most likely fail to work indoors
or underground. While hybrid technologies such as a-GPS provide fallback data when true
GPS is not available, the level of accuracy is not as high as the GPS system. This level of
accuracy can vary depending on the density of nearby mobile phone towers, and therefore
is a challenge to developers that must consider not only that a GPS signal may not be
available or may have varying degrees of accuracy but also that the secondary fall-back
technology may also have varying levels of accuracy. Each of these situations must be
handled when designing a system that relies on the location of the mobile phone to make
real-time decisions. When designing the WI-VIA implementation, a very quick response
from the client application was desired so that a user could quickly snap a picture or video
with the phone and then send it to law enforcement. If a GPS fix could not be determined
rapidly, the location of the nearest cell phone tower is sent instead. Then, the application
gives the user the option to send an update to their last message with a more accurate GPS
fix after it is obtained. This feature would also give the user time to move outside or above
ground to obtain a GPS fix that would be sent and related to their original message, even if
a fix was not readily available when the picture was first taken.
•

Roadblocks & Learning Curves associated with GPS-enabled software development
for mobile phones

Privacy is always a concern when dealing with GPS and tracking individual’s movements.
Due to these concerns, mobile phone carriers have put careful restrictions around obtaining
location information from phones. Permission from the manufacturer and carrier must be
granted before one can compile and run GPS-enabled applications on real mobile phones.
The implementation of security surrounding access to GPS data can be a frustrating
obstacle to beginning developers who are trying to run applications on actual phones.
While emulators, or software applications that mimic phones, can be used to test
applications, emulators do not always produce the same result as using real device,
especially when using features that rely on external input such as camera and GPS APIs.
Debugging GPS applications is also difficult with real device, as the only way to output
message to the developer during program execution is to use popup windows. Cables can
connect the phone to a PC port to output information to a terminal window, but then
debugging must be performed inside where a GPS signal is not available. Vendors such as
Motorola and Sprint are beginning to address these problems by releasing new wireless
software toolkits that provide more life-like simulations.
•

Lack of proper API documentation for mobile phone functions

Another source of developer frustration is lack of or partial implementation of APIs by
mobile phone manufacturers. Since the Location API, MMAPI, and Wireless Messaging
API are all optional J2ME packages, a manufacturer is not required to implement them.
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However, if the application is going to be considered Java compatible then if the device is
going to offer this type of functionality to developers it should meet the relevant APIs. As
a result, certain manufacturers have chosen not to implement or partially implement the
above APIs. Without complete and correct documentation, developers are left guessing
whether a particular phone supports certain functionality. For example, a phone may have
an embedded camera and may be able to record and store video on the phone using the
built-in camera application provided by the manufacturer, but this functionality may not be
accessible through an API to software developed by third parties. In the experience of the
development team, certain features for Motorola phones related to video capturing were
documented incorrectly, which resulted in hours of testing and debugging that never
produced a working application despite carefully following the steps defined by the
developer manual. While eventually the development team received confirmation from
internal Nextel developers that the documents were, in fact, incorrect, an extreme amount
of effort and time was required in order to obtain accurate information from development
support. There is a strong need for manufacturers to properly support third party
development, including accurate and complete documentation, especially related to newer
features such as GPS and multimedia functionality.
•

Restricted access to resources in order to develop and/or test GPS-enabled mobile
phone applications

In addition to the technical challenges faced by developers, there is also significant
resistance by companies to provide access to resources that could aid in research and
development of applications for mobile phones. The most straightforward obstacle is
gaining access to real phones to test software on. Cellular providers usually require at least
a one-year contract for any new service that is activated, with a hefty penalty if the account
is terminated during this year period. Since many research grants last less than one year,
this situation forces developers to make sure multiple research projects are timed correctly
to cover this year period or budget for the additional fee of a terminated contract. Nextel
has an umbrella contract with USF that allows month-to-month service agreements, but
currently they seem to be the only carrier offering such a deal. Pre-paid service can be
purchased through other phone carrier such as T-Mobile and does not require a contract,
but often pre-paid cellular plans are restricted to a subset of phones and do not include
various features that would be required for application testing. During the latter half of
this project, carriers began to offer additional features such as multimedia messages and
opened pre-paid service to a greater number of phones. A move towards supporting fullfeatured phones with pre-paid service will open development opportunities to many
individuals and institutions that cannot commit to a year of service.
A related problem is gaining access to server-side Location-Based Services (LBS) APIs
that can be queried by web applications to discover the location of a phone. Such solutions
exist for both Sprint’s CDMA and Nextel’s iDEN networks, but due to the internal
overhead involved in setting up customer accounts for this service ordinarily only large
corporations with accounts of 150 subscribers or larger are given access to this system.
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The project team was able to secure access to the LBS API in order to perform tests, but
only through phones on temporary loan from Nextel. Designing and testing applications
that utilize the server-side LBS API requires the cooperation of Sprint-Nextel, which may
not be possible for developers from small organizations.
•

Lack of cooperation from private companies that hold access to real-time transportation
data

Another significant obstacle to testing and deploying transportation-related mobile phone
applications that react to the user’s dynamic environment is gaining programmatic access
to real-time third party systems such as traffic sensors. Despite the fact that the Florida
Department of Transportation subcontracts to a company that owns the rights to traffic data
collected by road sensors in the Tampa Bay area and after nearly a year of negotiations,
the project team has not been able to secure real-time programmatic access to traffic data.
The company has stated that if USF would be given access to a website where archived
data can be manually downloaded, that USF must sign over intellectual property rights for
any projects that access a real-time information feed. Another article of the contract for
data access mandated by that company states that it will seize the rights to anything that is
considered a derivative work of the data, which is defined as anything that might compete
with its commercial products. It is rather counterproductive that a state-contracted
company would establish a monopoly over access to public real-time traffic data refusing
to allow another state entity such as USF, designated as a premier national research
university, access to public data. There have been concerns expressed by various parties
about a private company holding the access rights to public data, and in the opinion of this
project team such concerns have proven to be well founded.
•

Trade-offs associated with the reliance on existing equipment and services as
architecture components

Using existing equipment and services reduces development time and ongoing
maintenance costs, but it also reduces amount of control over these components. For
example, the GoogleMap® API Version 1.0 occasionally behaved oddly due to apparent
bugs in the system. Such behavior includes controls or markers that would not appear on
the page or appear distorted, partially opened marker windows, and satellite photos that
appeared blurred or absent. It is not possible to resolve these problems, as they are a result
of the GoogleMap plug-in behavior, not the software utilizing the API. The Location API
for the software on the phone masks some of the low-level details on what actually
happens when obtaining a GPS fix on the phone. While this abstraction reduces some of
the work in writing software that is able to utilize GPS data, it also makes the high-level
design of application behavior more difficult if the exact workings of the GPS chip are
unknown.
The absence of low-level control is also present in current configuration of messaging from
the server to mobile phones. Vendors such as SimpleWire have created messaging
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software that allows companies to send messages to cell phones and can be controlled in
various ways, including the port that they are delivered. This level of control would allow
the interception of messages by third party software running on the phone before it reached
the phone’s built-in mailbox. While such functionality is useful, it was not necessary for
the scope of this project. Additionally, as the time of system implementation SimpleWire
supported only text messages and not messages with multimedia attachments. Instead,
messages are sent via SMTP to an address provided by the cellular provider, such as
8135555555@messaging.nextel.com. Referred to as a Public Gateway, mechanisms
within the cell phone network parse this message and then forward it to the appropriate
phone. The resulting message is delivered directly to the phone’s built-in mailbox. This
method is free, as opposed to SimpleWire and other vendors who charge an upfront fee for
development kits and then an ongoing fee per message sent which must be purchased in
bulk. Additionally, as of 3/15/2006, “only Verizon is currently available to limited beta
partners” for the delivery of MMS messages via the SimpleWire service. While some
control over the format and delivery of media through the Public Gateways of cellular
carriers is restricted at the discretion of the carrier (i.e., picture size or resolution may be
reduced, video may be converted to picture slideshow, etc), this architecture was able to
successfully utilize it for both text and multimedia messaging.

6.3

Future Work and other Applications

Many other applications can be developed using the same architectural concept described in
the report. For example, the Department of Homeland Security’s “Highway Watch” program,
which provides training to transportation workers to detect and report suspicious
circumstances, could easily implement a version of the WI-VIA system. GPS-Enabled camera
phones could be used by these workers in order to take a picture or video of the situation they
are reporting, which would then be sent directly to the dispatcher along with the time and
location from which it was sent. If the dispatcher needed to follow up with the person who
submitted the report, they could instantly call the person back from anywhere in the nation by
using the Skype® Voice-Over-IP service. They could also forward the picture or video to
others for review, who could all immediately review it and the surrounding environment via
the map on the webpage.
The EZ-Finder application could be enhanced for use in Florida and other Gulf States
emergency hurricane evacuations. In addition to providing the current evacuation zone and
notice information to the user, the EZ-Finder could also identify the nearest open shelter and
provide the individual directions to this location. If hurricane shelter openings, which often
happen dynamically during the storm, and capacity levels were maintained in real-time by
officials, the EZ-Finder could be utilized as a virtual management tool that would direct
individuals only to open shelters that were not full. If a shelter was predicted to reach capacity
levels soon, the system could then automatically direct the person to the next closest shelter
that was open and still had available space. Personal needs could also be taken into
consideration. Individuals with special medical needs such as diabetes or breathing problems
could be directed to the closest shelter that was prepared with the proper staff and equipment.
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People with pets could be directed to pet-friendly shelters. EZ-Finder would also be able to
provide authorities with a real-time projection of shelter demand based on requests that were
being submitted via the mobile phone. EZ-Finder would serve as both an information source
for officials and an information distribution mechanism to the public.
The Amber Alert system, which is an alert issued to the public when a child is discovered to be
missing, could be enhanced to distribute a photo of the missing child to the geographic area in
which they are believed to be currently located. Photos of the suspect’s car or face could also
be attached. Citizens may pay closer attention to alerts that are directed to them only when
they may be in the immediate geographic vicinity of the child. If alerts from other cities are
issued to citizens that are an extreme distance from the location where the child is believed to
be, people may begin to disregard the alerts and think that they are not immediately relevant.
Tightly focused geographic alerts would reach an individual only if they were believed to be
very close to the location of the child.
The WI-VIA system could also be enhanced to receive notification messages from Wireless
Sensor Networks (WSNs). WSNs provide a source of vital real-time information on the
conditions of remote locations including motion detection, sound detection, intrusion alarms,
temperature measurements, chemical detection, seismic monitoring, sensing rapid changes in
acceleration, light measurement, etc. They can be used for tasks as varied as traffic speed
detection on highways, detection of intruders in sensitive areas of underground transit
facilities, and monitoring for chemical spills within cars on moving trains. If WSNs were
integrated into the WI-VIA architecture, they could automatically monitor many locations and
circumstances.
Personalized either traffic alerts could be sent to users automatically or on-demand according
to their real-time current position. Another application could assist public transportation riders
with mental or cognitive disabilities by delivering personalized reminders (such as phone
rings, sounds, pictures, or video) when approaching their bus stop. Knowing the user route,
the system could also track whether the user is on the right bus and traveling in the right
direction. For the elderly and those in the early stages of dementia or Alzheimer’s disease, a
safety tracking application could be enhanced to include a daily reminder to take their pills,
complete with photographs of which pills they are currently supposed to take.
Commercial applications can also be supported utilizing the same architecture. For example,
an inquiry service could provide multimedia information such as picture or video about points
of interest close to the user position. Fleet management applications that show where vehicles
are located and the estimated arrival time can be enhanced to include automated reminder
multimedia messages such as a picture of the next exit or delivery point.
Now that the architecture has reached a proof-of-concept level, the next steps should also
include thorough testing of applications in real-world scenarios. While components of the
system are designed to handle high capacity message loads, unexpected results often occur
when a new system is deployed. One example of this type of situation was the testing of a
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mass email warning for a Tsunami in Australia. Many of these emails were never received by
individuals because they were blocked by spam filters. Cooperation with cell phone carriers
will most likely be necessary in order to assure that similar situations do not happen with the
mass broadcast of messages to phones. Real-world large-scale tests should be conducted to
identify any other unexpected occurrences.
Advances in telecommunications technologies have allowed the construction of this two-way,
multimedia, location-based messaging architecture. Now, the many applications that it will
serve can be developed in order to provide civilians and government officials the safety,
security, and commercial applications that will aid them in everyday life and emergency
situations.
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